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Introduction. Creation of novel databases (DB) with biomedical information based on the latest technologies is 
important task.

Problem Statement. That is why it is an important issue to invent innovative approaches to the construction 
of DBs with biomedical information using keys with extended capabilities. 

Purpose. Description and characteristics of the three newest author's methods of forming (encoding) keys for 
diff erent groups of biological objects creating of innovative databases with biomedical information.

Materials and Methods. Analysis of images, comparative analysis, object-oriented system analysis for DBs 
construction; methods of DB design and ER-diagrams design were used.

Results. Using examples of relational database (DB) development with information about certain biological 
spe cies, the application of object-oriented analysis methods for DB construction has been characterized, and an al-
gorithm for their construction has been described. Particular attention has been paid to solving the problem of crea-
ting keys based on the genetic codes of these species: in alphanumeric expression, images, and fragments of alpha-
numeric images. The proposed methods for code formation are especially important as primary keys, ensu ring links 
between individual DB tables, maintaining data integrity in the system, and providing reliable data access. The high 
level of data organization and retrieval when using keys based on genetic codes has been tho roughly substantiated.
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Conclusions. The results can be applied in information systems with biomedical information, for the further development of 
DB construction methods, and for improving certain methods of protecting medical-biological and personal data. Databases with 
such keys can be eff ective for organizing large datasets about various groups of people, biological organisms, and materials, and 
are capable of ensuring the fastest access to relevant information and reliable protection of such information.

Keywords: information technologies, biological databases, key, primary key, coding, biological species.

The creation of databases (DBs) with biological 
data, including data from taxonomy, systematics, 
genetics, etc. has become necessary and even ur-
gent task in the last decades. The data organized 
in such DBs further can be used in medicine, ecolo-
gy, nature conservation, agriculture, etc. — many 
practically important industries [1, 2]. Applica-
tion of achievements of biology, biophysics in in-
formation technologies opens new possibilities for 
innovations, contributes to solving tasks at a new, 
higher level. In this article, we will examine briefly 
the technique of creating of relational DBs with 
information about biological organisms, tissues 
of organisms, their remains — that is, all natural 
objects that contain genetic material: DNA, RNA. 

The creation of relational DBs with informa-
tion about biological organisms, their fragments or 
remains, fragments that contain genetic material, 
DNA or RNA, some recent publications are de-
voted [1—4]. For such DBs and in process of their 
creating, the so-called “keys” play important role. 
The “keys” ensure fast and reliable information 
search in relation DBs, as well as in DBs with bio-
logical information (which can also be used in 
medicine). Three original ways of generating of 
3 types of “keys” based on genetic codes for such 
DBs will be suggested below. Other words, there 
will be described three mechanisms for reliable 
and fast search of biological information in DBs. 

But from other side, these 3 novel types of “keys” 
can also be used to protect personal information in 
such database (DB). Since the technique of rela-
tional DBs creating is abstract, not related to spe-
cific types of biological organisms, we will try to 
demonstrate its individual stages using the examp-
les of various biological creatures — insects, fish, 
and so on. It is also necessary to emphasize the 
importance of developed methodology usage for 

DB for humans and their biological materials. 
The tatter is especially important during the war 
in Ukraine these days, when DBs with large volu-
mes of the data are necessary for identification in 
military sphere, for ordering of information about 
wounded and affected people, police DBs of dead 
people, terrorists, etc. A lot of such DBs are being 
created now in Ukraine, they are really necessary, 
and their optimization can be really important, 
relevant and useful. As a result, there is another 
type of diversity had appeared — database diver-
sity [1, 2]. Most often, such DBs are functionally 
related to biological or medical information sys-
tems (ISs), that is why the method of data re-
cording and retrieving from a DB in which the 
da ta are logically ordered and structured is be-
coming more and more important. 

Relational DBs are the most widely used for 
biological objects ordering now in contemporary 
science and practice [1—17]. Below the algorithm 
of construction of relational DBs for biological 
information ordering was described in details; it 
can be used also for the creation of individual DBs 
of scientists. The bases of DBs creation were given 
in some manuals too [18, 19], monography of the 
author [2], scientific publications [20—29], and 
patents [25—29]. The possibility to use invented 
specific keys, based on genetic material (genetic 
codes) will be demonstrated for DBs construc-
tion. Materials for DBs were taken from authors’ 
personal publications [20—29], as well as from other 
publications in open access [30—56]. 

The logical sequence of material suggested be-
low can be given briefly in following order: 1) ana-
lysis of object area, defining of the main objects for 
created relational database; 2) creation of cent ral 
“core” of the DB; 3) analysis of some limitations of 
the use of the keys formed in traditional manner; 
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4) description of three our invented original me-
thods for keys formation on the base of genetic co-
des (including primary keys); 5) discussion of pos-
sibilities of novel types of keys use for innovative 
DBs construction with biological and medical data. 

From a practical point of view, the algorithm 
for designing and creating biological DBs, as well 
as an algorithm for generating keys in them accor-
ding to the three novel techniques was proposed 
by O.M. Klyuchko. According to this technique, 
keys for the relative DBs with biological (as well 
as medical information) can be based on the ge-
netic codes of biological organisms. Five patents 
of Ukraine have been obtained for these methods.

The purpose of this research is to describe and 
characterize three newest author’s methods of for-
ming (encoding) keys for different groups of bio-
logical objects for the creation of innovative da-
tabases with biomedical information.

DESIGNING OF RELATIVE DATABASES 
WITH BIOLOGICAL AND MEDICAL DATA

Analyzing the characteristics of biological orga-
nisms that shall be placed in the DB for systema-
tics, taxonomy, ecology etc., researchers can no-

tice a set of regularities that determine the logical 
structure of the data in DBs (data representa-
tion model). Below we examined organisms-rep-
re  sentatives of Arthropods — night insects-moths 
(Noc tuidae, Lepidoptera) [2, 20, 21, 35—40], fi shes 
[22—26, 45—49, 54—56] and humans [51—53]. 
According to their characteristics, all biolo gical 
objects form an ideal hierarchy. Figure 1 demonst-
rates the examples of hierarchical classification 
of phylogenetically distant organisms — repre-
sentatives of insects (moths), spiders and fishes 
(see Fig. 1). It is possible to see that the so-called 
hierarchical model of DB construction, which 
was developed for engineering and natural scien-
ces (like physics, mathematics) and has long been 
widely used there, is well suited to them. Ho we-
ver, simple borrowing (acceptance followed by 
adaptation of this method) does not give success-
ful experience due to the extreme individual va-
riability of living organisms. Numerous devia-
tions from standard characteristics and values 
do not allow creating successfully biological 
DBs without taking into account biological varia-
bility and other features of living things. Special 
techniques have to be developed when creating 
such DBs. 

Fig. 1. The hierarchical structure of the classification of biological species corresponds very well 
to the concept of object-oriented analysis with the subsequent construction of DBs (details 
see in text)
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PROBLEMS OF DATABASE DESIGN 
FOR SYSTEMATICS AND TAXONOMY

Design of the information system (IS) which in-
cludes a DB is performed at the physical and logi-
cal levels. Solving of problems of design at physical 
level in many cases depends on the used DB ma-
nagement system (DBMS), often automated and 
hidden from the user. In a number of cases, the user 
is given the opportunity to adjust certain system 
parameters. In process of DB development for sys-
tematics and taxonomy, the main attention should 
first of all be directed to logical design. Logical de-
sign consists in determining the number and struc-
ture of tables, forming queries to the DB, determi-
ning the types of reporting documents, developing 
information processing algorithms, creating forms 
for entering and editing data in DB, and solving a 
number of other tasks. The nature of biological 
objects is the specificity that determines the solu-
tion of the problem of logical design. The most 
important here is the problem of data structur-
ing. When designing data structures, it is neces-
sary to distinguish three main approaches. Col-
lection of information about the objects of the 
solved problem within one table (one relation) and 
its subsequent decomposition into several inter-
connected tables based on the procedure of nor-
malization of relations. Further — formulation of 
knowledge about the system (definition of the ty-
pes of initial data and relationships) and require-
ments for data processing, obtaining with the 
help of the automation system of the design and 
development of the DB, a ready-made DB scheme 
or even a ready-made application IS.

STRUCTURING INFORMATION 
FOR USE IN IS IN THE PROCESS 
OF SYSTEM ANALYSIS BASED ON A SET 
OF RULES AND RECOMMENDATIONS

The specificity of biological objects: their defini-
tion, standard data set for each species play a de-
cisive role in the creation of biological DBs, as well 
as information collection in the field about such 
objects and its primary analysis. In our previous 

publications we had analyzed the characteristics 
of insects — moths (Noctuidae, Lepidoptera) [2, 20, 
21, 35—40], and fishes [22—26, 45—49, 54—56] 
which should be included in the systematics and 
taxonomy DB. Such DBs can be attached to eco-
logical ISs as their necessary component. Moths 
(Noctuidae, Lepidoptera) are nocturnal butterflies, 
many of which can be seen on summer nights. Their 
place in the hierarchy of living organisms accor-
ding to Linnaeus (1761) [2] is shown in Fig. 1. Ac-
cording to this classification, in its modern form, 
the object we are considering — night insects is a 
subject to the hierarchical structure shown in Fig. 1. 
For comparison, the information about the fish spe-
cies is given in parallel in Fig. 1 too — it is com-
monly organized in the same hierarchical manner. 
So, the information used for classification of living 
organisms in biology is structured very well, and 
this structure is hierarchical [2, 20—24, 35—40].

ANALYSIS OF THE OBJECT AREA 
IN PROCESS OF A DATABASE 
CONSTRUCTION, FINDING OF THE MAIN 
OBJECTS FOR THE DATABASE

The next step in DB design is the analysis of the 
so-called object area. Let’s perform it and the fol-
lowing steps on the example of designing a DBs of 
fish. As mentioned above, we make such a chan ge 
to the object of examination in order to de monst-
rate the generality of methods for DBs crea tion; 
they do not depend on the type of biological ob-
jects. Let’s examine the methods of DBs const ruc-
tion only briefly for the following illustration of 
the invented methods.

Model task “Influence of the harmful substances-
pollutants on fish fauna.” Let’s demonstrate inven-
ted methods on the model task about the influence 
of the harmful substances-pollutants on fish fauna” 
and using examples of the DB with 1) informa-
tion about fishes, and 2) linked information about 
some substances-pollutants that can influence on 
fish fauna in the nature. Such ecological problems 
solutions are extremely important for the whole 
world, and especially for contemporary Ukraine, 
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where the war occur great negative antropogenic 
pressure on the Nature. To solve the task, the 
main objects were selected for our analysis: “Spe-
cies of fish” and “Chemical substance” of two ty pes: 
a) some radioactive isotopes that can be environ-
mental pollutants (for example, this happened as 
a result of the Chernobyl accident), and b) some 
organic substances (in our case with fragments — 
aromatic groups). Such substances flow to the wa-
ter basins in industrial zones, regions where the 
war is continued, as a result of accidents, and all 
this has a negative effect on the fish population 
(Fig. 1). For example, only a few species of fish 
and a limited number of substances are taken, 
usua lly in the DB one can order great number of 
units of information. The third object on the sche-
me of Fig. 1 represents taxonomic characteristics 
of the main object “Fish species.” 

OBJECT ANALYSIS: THE FIRST STAGE 
IN THE DATABASE CONSTRUCTION 
ALGORITHM

The first step in process of DBs construction is the 
analysis of objects, their characteristics and rela-
tions between them. In details this stage is de-
scribed in [2, 20—24]. Interesting from the point 
of view of logic and perfect method for this is 
“ER-diagram” design (see Fig. 2). According to 
this method it is necessary to reveal all the most 
important objects for this DB (in our case — bio-
medical objects), to analyze their characteristics 
and relations between them. Basing on the results 
of this analysis, it is necessary to create a diagram 
called «ER-diagram» (Fig. 2). Moreover, some de-
tails of future DB become clear only in process of 
its ER-diagram complex analysis — so, without it 
the design of the DB of high quality is not possible.

The approach used for this purpose is known as 
Object Oriented Analysis (OOA). OOA approach 
is used here to help in design of optimal DB con-
struction, and to do the process of DB construc-
tion in optimal way. Object (or “entity” is a basic 
notion of this approach. As example let’s demon-
strate this approach creating the DB with the re-

sults of ecological monitoring of ichthyofauna. It 
is known that fish fauna is sensitive to various che-
micals, both organic and inorganic compounds. 
A lot of such chemical substances, harmful to fau-
na, enter the natural environment, especially in the 
industrial regions of Ukraine, as well as during 
the current military operations, one of the conse-
quences of which is the massive release of aggres-
sive pollutants into the environment. In order to 
track the processes of the destructive impact on 
nature of such factors and help its restoration in 
the future, the creation of such DB is very impor-
tant. The main objects that we highlight were the 
objects “Biological species” (in our example — 
fishes), its “Taxonomic category” and “Chemical 
substance” (a) radioactive isotopes, and b) harm-
ful organic substance-pollutant). As a result of the 
analysis an ER-diagram can be created, a sample 
of which is shown in Fig. 2.

Further basing on this ER-diagram we will de-
monstrate author’s inventions — three methods 
how to use fragments of genetic codes of examined 
biological organisms as so-called “natural keys” 
for such DB design (Fig. 2). All other keys in Fig. 2 
play roles of “alternate keys” (“GenCodeBioOrg*”). 
As it is understandable from above written, for 
the creation of functionally effective relation DB 
is necessary to do reliable connections between 
the tables (and they are transformed “objects”) in 
DB. To do this there was elaborated the method 
of keys formation from randomly selected sym-
bols (letters or/and numbers), and this method is 
widely used today. Keys of this type in our case 
are called surrogate keys.

Necessary to mention that one of proposed ob-
jects “Biological species” has some identified cha-
racteristics (Fig. 2); they can be selected according 
to necessity and the task solved. Such characte-
ristics were called “attributes” in the terms of DB. 
The same was done for other objects — “Chemical 
substance” and “Taxonomic category.” Any object 
can be characterized by their specific characteris-
tics — “attributes.” Specific geometric symbols we-
re traditionally used for all objects, attributes and 
relations (Fig. 2) [2, 20—24]. The special charac-
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teristics which called “attributes” were used for 
ER-diagram in Fig. 2 and for the completion of 
corresponding table in Fig. 3. For proposed DB 
all attributes for Noctuidae (Lepidoptera) were 
taken from the “Red Book of Ukraine” [34] as well 
as from some publications about these biological 
species taxonomic hierarchy [2, 35—40]. For DBs 

with ecological information about che micals (or-
ganic compounds) in environment of industrial 
regions of Ukraine the information was taken 
from [43—45]. These organic compounds with 
their derivatives were identified in wastewaters 
as environmental pollutants in industrial regions, 
near airports of Ukraine [43]. Further develop-
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 Fig. 2. Fragment of ER-diagram “Biological species” and “Chemical substance” that cause harmful influence on them: 
* Ukrainian; ** Latin; *** in alfanumeric form; **** in form of scheme
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ments of DBs were well described in [2, 20—24]. 
Power of relations was: 
 “Fish species” : “Chemical substance” = 1 : N, and 
 “Fish name” (Latin) : “Fish name” (Ukrainian) = 

= 1 : 1. 
For the construction of the DB from the ex-

ample with fish species, we had selected: Barbus 

borysthenicus Dybowski, Cyprinus carpio L., On-
corhynchus mykiss Walbaum [54—56]. Their con-
nections with chemical substances a) radioactive 
isotopes, and b) organic substances-pollutants of 
the environment are presented in Fig. 4. Such 
logical models can be constructed for any biologi-
cal object and associated characteristics.

Fig. 3. Characteristics of the objects “Biological species” and “Chemical substance” [2, 23, 24]

Fig. 4. Logical model of the DB with the links between some biological species (fishes) and dif-
ferent chemical substances influenced on them

Primary key (based on the fragment of 
genetic sequence)
Name of the species (Latin)
Name of the species (Ukrsinian)
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.....................
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.....................
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(I) iodine-131
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(K) potassium-40
.....................
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Dubowski — Dnieper 
barbell
.....................
Cyprinus carpio L. — 
common carp
.....................
Oncorhynchus mykiss 
Wallbaum — rainbow trout
.....................

Biological species
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A large-scale and deep analysis is necessary for 
the construction of biological DBs, because only 
on its basis the DB can be further created, from 
which all the necessary information about the 
studied objects can be obtained. The ER-diagram 
can be seen as abstraction that represents in gene-
ral form all objects from the DB with all their re-
lations and with all characteristics of the objects — 
attributes. In the process of DB developing the 
defined “objects” (Fig. 2) are transformed into tab-
les (Fig. 4). “Attributes” (characteristics of objects 
are transformed into parts of the table — columns 
in which data about objects are written. At the 
sa me time, “relations” between objects (descri bed 
by verbs) are transformed into connections bet-
ween these related tables. For biological objects 
and materials (like remains after the organism 
death) following data (attributes) are important: 
species, genetic sequences, family, genus, other 
taxonomic characteristics and etc. ER-diagram 
helps to analyze better all objects. (entities) that 
we would like to order in the DB and examine 
them in their entirety. The ER-diagram helps to 
analyze better all objects (entities) that are arran-
ged appropriately in the DB, and check the comp-
leteness of this information. Important requi re-
ment for the normal functioning of the DB and 
for its successful use is that the requested infor-
mation has to be obtained from there reliably and 
as more complete as possible. As a result of such 
construction these requirements are satisfied. 

Left column: some organic substances — envi-
ronmental pollutants. Right column: some radio-
active isotopes influencing on biological objects 
(explanation see in text). Logical model was done 
on the base of ER-diagram (see Fig. 2).

Description of invented methods of the links 
formation through the “keys” formed on the base 
of genetic codes. It is possible to notice how the 
objects can be transformed into the tables (details 
see in text).

It cannot happen that the information received 
at the request of the user is incomplete, that is, part 
of the records remained in the DB and could not 
be “retrieved» from there. If this happens, then it 

means that such a DB was designed and develo-
ped with errors. Such errors can be removed due to 
in-depth analysis, an example of which was descri-
bed above. In addition, the connection between 
objects (tables) in the DB shall be reliable; its re-
liability is ensured using the “key” mechanism. Be-
low we observed and examined such a “key” me-
cha nism and explain the essence of our proposed 
innovations in creating a “key” mechanism to DBs 
with biological and medical information.

THE METHOD OF THE RELATIONS 
FORMATION BETWEEN THE OBJECTS 
(TABLES) USING THE “KEYS”

The method of “keys” was invented to ensure the 
data integrity in DBs, increase the connectivity 
of information and its level of individualization 
(this is quite important in biological and medical 
DBs), as well as to prevent the information losses 
in DB [2, 18—24].

Mechanism of “keys” was used for making rela-
tions between the objects (“entities”). When “keys” 
are professionally done, they provide accessible 
information in DB, it reliable retrieval. So, it can-
not be lost and it can be retrieved from the DB. 
Inaccessible data cannot be retrieved! ““Keys” are 
fundamental elements of any relational database 
and of each table within it. If the information is 
retrieved from any table, it is consequently pos-
sible to output the information from another one 
linked, through a relation that unites their keys. 
Usually, as a “key” ser ves a code from random 
generated symbols (num bers, other symbols). In 
DBs with biomedical information the keys are 
generated traditio nally in the same way. The links 
between such “key” codes from separated tables 
(transformed “objects”) one can do easily in many 
contemporary software environments.

Figures 2—5 demonstrate how the “keys” serve 
for the relations’ formation between different fields 
of various tables that have to be logically linked. 
All these 4 figures demonstrate consequently step-
by-step the process of keys usage for relations’ 
formation during DB construction. For example, 



ISSN 2409-9066. Sci. innov. 2025. 21(6) 95

Biological Databases: Three Novel Methods of Keys Formation from Genetic Codes

somebody is interested in how any defined chemi-
cal substance (f. e., any phenol derivative A) ef-
fects on any biological species (or this species po-
pulation) [22, 23]. Let’s demonstrate this using 
the tables in Fig. 5. DBs developer knows that 
this is really true fact: examined “phenol deriva-
tive A” in the water really influences on certain 
biological organism. So, DBs developer has to 
make the link between EXACTLY this biological 
organism and EXACTLY the chemical substance 
(phenol derivative A) har m ful for it. Let’s give a 
name “GenCodeBioOrg*” to the key that represent 
this biological species and which we would like to 
crea te. So, in program the key “GenCode BioOrg*” 

from the table “Biological species” have to be lin-
ked with the key that is linked with “Phenol de-
rivative” in the table “Chemical substance” (from 
water pollutants). And so on. From other side, 
the keys of chemical substances in Fig. 5 may be 
coded in trivial, commonly used manner — using 
the group of randomly generated numbers of any 
alphanumeric symbols (like the key for “Phenol 
derivative A,” for examp le). But for coding of the 
key “GenCodeBioOrg*” another way was sug ges-
ted, and we realized it using three possible tech-
niques. These three no vel invented techniques 
ba sed on the genetic co des of these species are 
de s cribed below. 

Key
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substance (English)
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THREE NOVEL INVENTED METHODS 
OF GENETIC CODES USE AS “KEYS” 
FOR THE CREATION OF DATABASES 
WITH BIOLOGICAL 
AND MEDICAL INFORMATION 

So, all objects (entities) in our relative DBs have 
to be linked to each other through programmed 
links. In contrast to the creation of keys for the 
connection of DBs with biological and medical 
information based on random sequences of num-
bers and/or letters, Dr. O.M. Klyuchko proposed 
another mechanism for generating of keys. The 
prototype example of this invention is well known 
and traditionally used. During the development 
of DBs, for example, of bank customers, often the 
passport codes of these customers as keys are 
used or registration number of the taxpayer’s re-
gistration card (NTPRC), which are unique. In 
addition, in such DBs, the columns with informa-
tion about the passport code or NTPRC are man-
datory. Therefore, it is very natural to use these 
data (codes) as keys.

Solving the problem of creating keys in a DB 
with biological and medical information, you can 
use a similar technique. After all, every biological 
organism in nature has its own individual code 
(“number”) — genetic code. Moreover, many mo-
dern DBs include data on the genetic codes of or-
ganisms. The “genetic code” of organism can 
serve as a “key” in process of construction a DB of 
biological organisms, organ tissues, biological ma-
terials of human remains (animals, plants, etc.). 
Of course, here we are writing only about a frag-
ment of the real genetic code that can be used be-
cause of limited dimensions, volumes, spaces in 
tables. Regarding the characteristics of this frag-
ment (its length, sequence of nucleotides, etc.) 
they will be discussed below, in the discussion of 
suggested methods.

Genetics demonstrates nowadays great succes-
ses in genomes investigations. Genetic informa-
tion is included into the biomedical DBs more 
and more from day to day. The structures of frag-
ments of genetic sequences have been studied for 
numerous biological organisms, for some indivi-

dual persons as well [51—52]. In many cases (for 
examp le in clinical practice) these data have been 
already organized in the biomedical DBs. Well 
known the importance of genetic information for 
each biological species, each individual person or 
animal as well. In each specific case, it is better to 
choose a really specific fragment of the sequence 
of nuc leotides as a key. For example, such frag-
ment can characterize exactly this species, indi-
vidual person or patient [51—52] animal, tissue, 
and so on. Mo dern genetics suggest numerous 
results of genomes examinations — so, for many 
cases such keys with individual “characteristics” 
can be picked up and used as keys according to 
one of three our suggested forms for biomedical 
DBs creation. 

Specific unique genetic code of each biological 
organism can be abstractly represented as the se-
quences of nucleotides. Such nucleotides can be 
coded in different manners — A) as sequences 
from the letters and numbers (alphanumeric co-
des) [24, 25, 28], or B) in the forms of images 
[26, 27]. Each sequence is highly specific and in-
dividual (for each species or for each organism). 
There is only a task for DB developer — to pick 
up preferable fragment of such genetic individual 
code, which would be suitable for the use as a 
“key” in each case. We suggest the term “natural 
key” for such keys — they can serve as “primary 
key.” Using them the effect of “data integrity” can 
be realized very well.

Three novel invented by author methods of ge-
netic codes use as “keys” can be explained using 
material represented in Fig. 6. Here, each figure 
demonstrates defined fishes’ species in different 
forms of records. Accordingly, such different se-
quences of elements selected from the genetic codes 
of various organisms can serve as three different 
types of “key” codes. For example, Fig. 6, a de-
monstrates the fragment of the genetic sequence 
of one fish species [54, 55] in alphanumeric nota-
tion [24, 25, 28]. Figure 6, b shows fragments of 
genetic sequences of few fishes’ species [54, 55] al so 
in alphanumeric notation — however, when read, 
for example, with a scanner, such sequences are not 
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recognized as separate symbols (as in Fig. 6, a); 
but they are perceived as complete image of a set 
of symbols (like similar to those outlined by rec-
tangular frames) [29]. Two fragments of nucleo-
tide sequences of fishes [54, 55] in the form of ima-
ges of genetic codes are demonstrated in Fig. 6, c; 
they look like assets of multi-colored spots ob-
tained during genome analysis in laboratory con-
ditions. Actually, modified barcode scanners can 
be used for the work with them because they look 
like as a kind of barcode for such devices [26, 27]. 
Indeed, keys as images can be very convenient 
when scanning for quick recognition and identifi-
cation with a modified barcode scanner. For hu-
man practice, such methods will be convenient 
for identification at borders, passing entrances to 
airports and banks, in medical institutions, iden-
tification of the remains of dead people, etc. 

Concerning the characteristics of genetic co-
de fragment that should be chosen to perform 
the functions of the “key” (its length, sequence 
of nuc leotides, etc.) — the developer of specific 
DB ma kes a decision regarding their selection. 
His skill determines the success of the creation 
and application of each specific code. Conse-
quently, it determines successful functioning of 
the created DB. The basis of the choice is the 
specifics of particular DB, characteristics of or-
ganism, the functions for which the DB is cre-
ated and other factors. 

So, all code combinations represented in Fig. 6, 
can serve as keys in the process of DBs construc-
tion (see the text above). Of course, in DB with 
medical information about a person, such keys 
can perform the same role. Figure 7 demonstrates 
an example from real medical practice. This is a 
small fragment of a copy of the table with infor-
mation about patients who were exposed to radia-
tion during the accident at the Chernobyl acci-
dent (1986) and who obtained medical treatment 
or rehabilitation at the Elbrus Medical and Bio-
logical Station (EMBS) of the National Academy 
of Sciences of Ukraine. Patients’ data were regis-
tered and processed in standard accepted records. 
However, during the processing of this data, de-

veloped methods of key formation were applied. 
Let us demonstrate how it works in such example. 
The method of generating the key for table 1 (per-
sonal data of patients) is usual — passport num-
bers are used there. Instead, in Table 2 with the 
patients’ examination data, there is a “primary 
key” column, where a fragment of the genetic se-
quence can be inserted in the form of a code. But, 
according to the rules of DBs construction, the 
keys in both tables have to be connected by links 
[18, 19]. In this case, data about specific patient 
(or other person) will be obtained from this DB 
absolutely guaranteed. In addition, all the advan-
tages of the methods we wrote about above (pro-
tection of information, high probability of sear-
ching for information in information systems, 
etc.) become real.

Generalized information on the construction, 
functioning, and application of relational data-
bases (DBs) for biological objects, together with 
detailed information on innovative methods of 
building such DBs, has been presented. These in-
novations have been aimed at improving the ove-
rall quality of biomedical databases and making 
them more suitable and user-friendly for profes-
sionals in biology and medicine.

Conventional methods [18—19] rely on stan-
dard-type keys, typically generated as random 
nu merical combinations, to ensure data integrity 
in technical systems. However, this approach has 
not always been adequate in modern practice. An 
unsuccessful choice of code may compromise 
data integrity, disrupt information flows, and re-
duce system reliability. For example, in a bio-
medical information system for environmental 
monitoring, integrity violations may lead to sys-
tem malfunctions and, ultimately, a decline in the 
quality of monitoring chemical impacts on the 
environment.

To address these challenges, we have invented 
and developed three fundamentally new methods 
of key encoding for biomedical databases, all ba-
sed on the principles of genetic codes. Five patents 
of Ukraine have been obtained for these works 
[25—29]. These methods have improved the per-
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Fig. 6. Three methods of keys formation on the base of genetic codes 
and three examples of the fragments of genetic codes of various fishes’ 
species that can serve as keys for such DBs construction (as well as 
primary keys), like “GenCodeBioOrg*” from our example [54—56]: 
a — Genetic code is represented in form of letter and number codes 
(fragment of genetic code Cyprinus carpio L.(common carp)); b — Ge-
netic codes are represented in forms of images of the letter and number 
codes, locations of images are randomly picked up, they are surrounded 
by rectangular frames with dimensions (KxM): Oncorhynchus mykiss 
Walbaum (rainbow trout, above), and Barbus borysthenicus Dybowski 
(below) [54—56]; c — Two different images of the fragments of genetic 
codes that can be used as keys in the DBs [54—56]. 
Fragment of code of Onchorincus mykiss Walbaum (rainbow trout, abo-
ve); and Hypophthalmichthys molitrix, Valenciennes (white carp, below)
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formance characteristics of database keys (inclu-
ding primary keys), yielding superior results com-
pared to prototype methods. Their application 
has ensured a higher level of data protection and 
greater individualization of data.

The three proposed methods generate keys in 
the following forms:

1. Alphanumeric sequences derived from frag-
ments of genetic codes;

2. Nucleotide sequences expressed in alphanu-
meric form but processed as images (using a modi-
fied barcode scanner);

3. Images derived from laboratory studies of 
DNA and RNA structures.

An algorithm for creating novel DBs with bio-
logical material has been developed. It can be app-
lied in biological and ecological research (e.g., 

databases of living organisms and identifiers), in 
medicine, and in other related fields. The novelty 
lies in employing genetic code–based keys for re-
lational table linkages. These methods have dem-
onstrated significant advantages and have shown 
both theoretical and practical value. In addition 
to biomedical and ecological contexts, they can 
also be applied in criminology, law enforcement, 
and military practice. Their importance has drama-
tically increased in wartime due to urgent needs 
in remains identification and other forms of bio-
logical identification.

Information protection. A crucial advantage of 
these methods is their contribution to informa-
tion security. The protection of sensitive data in 
biomedical information systems has been realized 
at a qualitatively new level when any of the three 
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methods are applied. Such codes have proven ex-
tremely stable and virtually impossible to com-
promise, thereby ensuring reliable protection of 
personal and biomedical data. They have also en-
abled more secure authorization and authentica-
tion processes. Importantly, these methods have 
provided new opportunities for encoding patient 
information and biological data, ensuring a high 
degree of individualization and substantially im-
proving the efficiency and reliability of data re-
trieval in information systems.

Grounded in contemporary concepts from bio-
information systems theory, genetics, and mo le cu-
lar biophysics, it can be stated that the con fi den-
tiality and security levels of biomedical databases 
with such keys are exceptionally high, making 
unauthorized access practically impos sible. Addi-
tionally, the methods have allowed for significant 
memory savings, a critical factor, gi ven the vast 
storage requirements of biomedi cal databases.

These results have opened broad prospects for 
further research and practical application of the 
described methods.
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Passport number Name Surname Date of birth ...№

CH 158*** Sergiy Osipenko 12.01.1997 ...1

AH 234*** Iryna Koval 01.10.1978 ...2

... ... ... ... ...

...

...

Fragment of genetic
code (fragment

of nucleotide sequence)
Height (sm)

142

Weight (kg) Trombocytes
10 /|

Leycocytes
10 /|№

...1

...2

......

51 205 4.78 ...

151 54 176 4.52 ...

... ... ... ... ...

Table 1 Key 1

Table 2 Key 2

Fig. 7. Example of hypothetic DB with information about humans where keys were formed on the base of passport numbers 
(Table 1) and fragments of genetic codes (Table 2). Data for this DB were taken from archive publications of patients, who 
obtained medical treatment and rehabilitation after Chernobyl accident (1986) at Elbrus Medical and Biological Station 
(EMBS) — scientific base of the National Academy of Sciences of Ukraine in Caucasus Mountains [51]
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БІОЛОГІЧНІ БАЗИ ДАНИХ: ТРИ НОВИХ МЕТОДИ 
ФОРМУВАННЯ КЛЮЧІВ З ГЕНЕТИЧНИХ КОДІВ

Вступ. Створення сучасних баз даних (БД) з біомедичною інформацією на основі новітніх технологій є важливим 
завданням.
Проблематика. Актуальною є розробка інноваційних підходів до конструювання БД біомедичної інформації з 

ключами з розширеними можливостями, зокрема й реляційних БД з ключами, в основу кодування яких покладено 
генетичні коди організмів, біологічних матеріалів. 
Мета. Опис і характеристика трьох новітніх авторських методів формування (кодування) ключів для різних груп 

біологічних об’єктів при створенні інноваційних БД з біомедичною інформацією.
Матеріали і методи. Застосовано методи аналізу зображень, компаративного аналізу, об’єктно-орієнтованого сис-

темного аналізу для оптимальної побудови БД, методи конструювання БД і проєктування ER-діаграм.
Результати. На прикладах розробки реляційних БД з інформацією про деякі біологічні види охарактеризовано 

застосування методів об’єктно-орієнтованого аналізу для конструювання БД, а також описано алгоритм їх конструю-
вання. Особливу увагу приділено вирішенню проблеми створення ключів на основі генетичних кодів цих видів: у бук-
вено-цифровому вираженні, зображень та фрагментів зображень буквено-цифрового Пропоновані способи форму-
вання кодів особливо важливі як первинні ключі, що забезпечують зв’язки між окремими таблицями БД, забезпечують 
цілісність інформації у системі, надійність доступу до даних. Високий рівень організації даних, їх отримання при за-
стосуванні ключів на основі генетичних кодів детально обґрунтовано.
Висновки. Результати можна застосувати у інформаційних системах з біомедичною інформацією, для подальшого 

розвитку методів побудови БД, вдосконалення деяких методів захисту медико-біологічних та персональних даних. 
БД з такими ключами можуть бути ефективними для упорядкування великих масивів даних про різні контингенти 
людей, біологічні організми і матеріали та здатні забезпечити найбільш швидкий доступ до відповідної інформації й 
надійний захист такої інформації.  

Ключові слова: інформаційні технології, бази біологічних даних, ключ, первинний ключ, кодування, біологічний вид.
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