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THE USE OF INNOVATIVE SOFTWARE PACKAGES
IN DIGITAL FORENSICS TO COMBAT CRIME IN UKRAINE

Introduction. Digital forensics, based on the application of specialized software packages, has significantly en-
hanced the efficiency of criminal investigations. Mobile devices have become integral to the daily lives of both
citizens and offenders, creating new challenges for law enforcement agencies.

Problem Statement. The growing number of criminal offenses involving mobile devices has required the dep-
loyment of specialized tools capable of extracting and analyzing large volumes of data stored on these devices that
subsequently serve as critical evidence in criminal proceedings.

Purpose. The purpose of this article is to develop practical recommendations grounded in an analysis of the prac-
tical use of advanced software packages and the generalization of studies on seized digital evidence, aimed at
strengthening the use of innovative software tools in digital forensics to support the fight against crime in Ukraine.

Materials and Methods. The study has examined the capabilities of UFED, Oxygen Forensic Detective, XRY,
and EnCase Mobile Investigator. A comparative analysis of these tools has been conducted using data from real
criminal cases. In addition, expert interviews with digital forensics professionals have provided supplementary
insights into the practical application of these software packages.

Results. The advantages of each software package for mobile forensics have been identified. The UFED (Uni-
versal Forensic Extraction Device) platform has been shown to be the primary tool used by Ukrainian law enforce-
ment agencies. Its application has significantly reduced the time required for data collection and analysis, imp-
roved the accuracy and reliability of extracted evidence, and increased the overall detection rate of offenses.

Conclusions. The integration of innovative digital forensic technologies into law enforcement practices has cont-
ributed to more effective pre-trial investigations of crimes involving mobile devices. The recommendations developed
in this study have offered valuable guidance for enhancing the practical activities of law enforcement officers in Ukraine.

Keywords: digital forensics, digital evidence, software packages, UFED (Universal Forensic Extraction Device),
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Citation: Aharkova, O. L., Korosteleva, L. A., and Krasnopolskyi, V. E. (2025). The Use of Innovative Soft-
ware Packages in Digital Forensics to Combat Crime in Ukraine. Sci. innov., 21(6), 60—67. https://doi.org/
10.15407 /scine21.06.060

© Publisher PH “Akademperiodyka” of the NAS of Ukraine, 2025. This is an open access article under the
CC BY-NC-ND license (https://creativecommons.org/licenses/by-nc-nd/4.0/)

ISSN 2409-9066. Sci. innov. 2025. 21(6)



The Use of Innovative Software Packages in Digital Forensics to Combat Crime in Ukraine

At present, every person uses several mobile de-
vices (cell phones, smartphones, tablets, etc.) daily
and also has access to a large number of digital ser-
vices. The capabilities and the number of users of
these devices are growing every year. According
to statistics from DataReportal, We Are Social,
and Meltwater, published in the annual Digital
2024 report, there were 5.61 billion mobile device
users at the beginning of 2024, which is 69.4% of
the total world population. In addition, this indi-
cator has increased by 138 million (+2.5%) over
the past year [1]. In everyday life, this has led to
the accumulation of extensive digital footprints,
thereby increasing the likelihood that such traces
will be left in the event of a crime. In turn, the need
for law enforcement agencies for effective tools
for detecting, extracting, and investigating digi-
tal footprints is constantly growing, and this area
is one of the most relevant in forensic science.

Electronic (digital) information as an integral
attribute of modern criminal and forensic activi-
ties determines the prospects for the development
of forensics, which are associated with the revi-
sion of both individual components of its system
and forensics as a whole, and determines the pros-
pects for further scientific research in this line of
investigation [2].

The term “computer forensics” was first used in
scientific literature by R. Sommer and M. Good-
man in the article “Computers and Law: the Use of
Computers in British Criminal Investigations” [3],
which became the precursor and synonym of digi-
tal forensics [4]. R. Mohanakrishnan also believes
that the terms “digital forensics,” “computer fo-
rensics” and “cyber forensics” can be used synony-
mously [5]. However, the American scientist and
industry expert M. Sheetz points out that this
area of forensic science deals with the investigation
of computer crimes, counteracting their commis-
sion, and how computers can be used to investiga-
te, prosecute and prevent these crimes [6]. In turn,
P. Reedy specified the current areas of digital fo-
rensics: 1) research of cloud storage; 2) research of
mobile devices (phones); 3) research of programs
(messengers and other applications for smartpho-

ISSN 2409-9066. Sci. innov. 2025. 21(6)

nes used for information exchange); 4) research
of Internet of Things (I0T); 5) network research;
6) research of the latest devices and applications
(Alexa from Amazon, Google Assistant, Siri from
Apple, etc.); 7) research of applications not for the
phone (research of databases, Spotlight, America
online instant messaging, drones, volatile memory,
Darknet, anti-forensic tools, deleted and fragmen-
ted files, images, flash memory, cryptocurrencies);
8) digital behavior analysis; 9) digital forensic in-
telligence and open source intelligence, etc [7].

Domestic scientists A. Kolodina and T. Fedo-
rova define digital forensics as an applied science
“about solving crimes related to computer infor-
mation, about the study of digital evidence, me-
thods of searching, obtaining, and securing such
evidence” [8]. In turn, R. Stepaniuk and S. Perlin
consider digital forensics to be a separate branch
of forensic science, representing a system of sci-
entific methods for the study of digital evidence
to assist in the detection and investigation of cri-
minal offenses [9].

As mentioned above, neither Ukrainian scien-
tists nor scientists from many countries of the world
have reached a consensus on the interpretation of
the concept of “digital forensics” and the systema-
tization of its means and methods, but it should
be noted that this field is primarily forensic. In
modern criminal investigation methods, signifi-
cant efforts are being made to integrate the tech-
nical aspects of digital evidence research to en-
sure a quick, complete and unbiased investigation.

The role of a digital crime investigator involves
searching for evidence on seized equipment using
specialized tools. Access to digital traces shall be
obtained legally, following criminal procedural law.
This can include acquiring computers or data car-
riers as per Article 93(2) of the Ukrainian Code of
Civil Procedure of Ukraine (CPC), gaining tem-
porary access via a judge’s decision, or seizing items
during investigative actions.

Thus, the Android OS and platform on mobile
devices enable intricate communication services
online. This allows users to exchange various forms
of data such as text, voice, audio, video, images, and
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more through different applications. However, the-
se advanced features and technologies can also be
exploited by wrongdoers for criminal activities
like cyberbullying, email scams, child exploita-
tion, drug-related communication, etc. [10].
Numerous research has been conducted on da-
ta extraction methods from diverse mobile devi-
ces employing both open-source and proprietary
digital forensics tools. These methodologies have
become firmly established within forensic labora-
tories for information retrieval. In 2018, Umar R.,
RiadiI.,and Zamroni G. M. have conducted a comp-
rehensive analysis of the WhatsApp messenger
database, which utilizes crypt12 encryption, emp-
loying the Belkasoft Evidence and WhatsApp
Key/DB Extractor software suites. WhatsApp
Key/DB Extractor demonstrated superior effi-
cacy in extracting text messages, while Belkasoft
Evidence yielded significantly better results in
extracting media and documents [11].
Oluwasetemi Osho and Ohida S.O. evaluated
mobile forensic tools, namely AccessData FTK,
EnCase, MOBILedit Forensic Express, and Oxy-
gen Forensic Suite, on two mobile devices named
HTC Desire 300 with Android v4.1.2 and Samsung
Galaxy GT-S5300 with Android v2.3.5, focusing
on deleted data recovery. They concluded that
FTK and EnCase outperformed MOBILedit and
Oxygen Forensic Suite in data recovery. In addition
to WhatsApp applications, other applications on
mobile devices have been analyzed using Android
Studio and DB browser through logical and phy-
sical data acquisition, where the two aforemen-
tioned software packages were successful [12].
Digital forensics operate on the basis of logical,
physical, and file system data extraction tools.
The examination of evidence involves a broad ar-
ray of tools, both commercial and open-source.
This field follows the international standard
DSTU ISO/IEC 27037:2017 Information Techno-
logy. Security Techniques. Guidelines for the Iden-
tification, Collection, Acquisition, and Preservation
of Digital Evidence (ISO/IEC 27037:2012, IDT)
in Ukraine. The selection of methods is largely
influenced by the mobile device’s operating sys-
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tem and tool capabilities. Prior to extracting evi-
dence from a mobile device, specialists need de-
tails about the device model and the operating
system’s security patch level.

It is also worth noting that at present, there are
more than 20 expert methods registered in Uk-
raine in the speciality 10.9 “Research of computer
equipment and software products,” most of which
have been developed by specialists of forensic ins-
titutions of the Ministry of Justice of Ukraine.
However, the extremely rapid update of tools and
software in the field of information technology
leads to the rapid obsolescence of methods of fo-
rensic analysis [13].

Currently, it is important to constantly improve
and update the methodology of mobile device fo-
rensic analysis to meet modern requirements and
technological realities in the field of computer and
software expertise. The development of new metho-
dologies, tools, and approaches to working with
digital evidence is a key component of the develop-
ment of digital forensics, which shall adapt to the
dynamically changing digital environment. It is
precisely the consideration of the features of the ap-
plication of digital forensics, and the highlighting of
key problematic aspects that arise both among theo-
rists and practitioners in this field, that we con-
sider it expedient to address in this publication.

METHODOLOGY FOR CONDUCTING
A MOBILE DEVICE INVESTIGATION

In the mobile device research methodology, it is
possible to logically extract data without physi-
cally connecting to the device. This process uses
a third-party application that collects data on the
device itself. Connection to the application is pos-
sible through OTG connection technology or wi-
reless communication. In the case of iOS techno-
logy, the latest version can be partially jailbroken
by exploiting device vulnerabilities. To install spe-
cialized firmware and check the compatibility of a
sample mobile device, an online check is performed
using the IMEI number on the website https://
www.imei.info/ [14].
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During the pre-trial investigation, specialists,
using a specialized certified tool, such as the UFED
(Universal Forensic Extraction Device) software
complex, extract information from mobile devices:
the phone book with a list of saved phones, phone
calls, including SMS, MMS with the date and du-
ration of calls with the indication of subscribers.
Before collecting data, the compatibility of the
mobile device sample with all possible tools is
checked. For testing, a mobile device with the la-
test version of the Android operating system and
the current level of security updates is used to
analyze the performance of the tool. The first step
includes isolating the mobile device, activating
airplane mode and developer mode, and disabling
automatic screen lock. After setting up the location
of the corresponding mobile device model, the pro-
cess of connecting the mobile terminal to a spe-
cific data collection tool using physical extrac-
tion begins. At the final stage of data collection,
the mobile device is switched to download mode.

It is important to note that Ukrainian law pre-
scribes a specific procedure for obtaining such in-
formation. Notably, Article 264 of the CPC add-
resses the retrieval of information from electronic
information systems. Additionally, Chapter 21 of
the CPC governs the conduct of covert investi-
gative (detective) actions that may be relevant to
securing this information.

It should also be noted that quite often the
owner of a mobile phone sets up pattern lock pro-
tection with various keys set in the form of a pat-
tern of numbers, graphics, or biological identifi-
cation by fingerprint. Thus, in order to check
whether these tools were able to bypass or crack
the pattern lock, and the type of technique they
use, there is a need to connect to a special mode
that removes the lock.

Ensuring the comprehensiveness and integrity
of extracted data from mobile devices is para-
mount. While logical data recovery methods can
provide some information, such as phonebook ent-
ries, photos, videos, browser history, and email,
they may not capture the full scope of relevant
data. In cases where deleted information is cru-
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cial, employing file system collection methods is
often a more effective approach.

Based on the results of research and work with
such software packages as UFED (Universal Fo-
rensic Extraction Device), Oxygen Forensic Detec-
tive, XRY, EnCase Mobile Investigator, we have
determined that they collect almost all deleted
information from a mobile device by extracting
information from the file system. The process of
collecting information using these software pack-
ages is the same as the process of logically unloa-
ding data from a mobile device, but there is a cer-
tain discrepancy that lies in the use of the Android
operating system debugging mode. There are par-
titions that an ordinary user does not have access
to during the setup process, and that are specially
created for developers. The Android operating sys-
tem debugging mode, also known as ADB, is used
by developers to support software. Additionally,
automatic physical data extraction is performed,
which is a bit-by-bit copy that includes not only
allocated data, but also all unallocated data, whe-
re deleted files may be present. This allows fin-
ding hidden or deleted information on mobile de-
vices. File parsing is a well-known method of data
disclosure. It also enables restoring deleted or hid-
den data on the storage device.

ANALYSIS OF THE STUDY
OF SOFTWARE PACKAGES

The arsenal of scientific and technical means and
methods of forensics is constantly enriched by in-
tegrating the most significant achievements of
scientific and technological progress and purpo-
seful development of technical and forensic means
and technologies, techniques and methods aimed
at meeting the current and future needs of inves-
tigative, expert, judicial, operational, law enfor-
cement and human rights practice.

Currently, two software packages UFED (Uni-
versal Forensic Extraction Device) and Oxygen
Forensic Detective are in use in Ukraine, both of
which are in high demand among experts and law
enforcement agencies.
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The UFED (Universal Forensic Extraction De-
vice) software packages by Cellebrite is one of the
most effective and leading forensic tools on the
market today. This tool is widely used by law en-
forcement agencies and leading forensic expert
companies around the world.

The advantages of the UFED Cellebrite soft-
ware package are as follows: it has a list of all sup-
ported phone models; it can bypass locked phones
and penetrate devices to gain access. If law enfor-
cement agencies don’t have passwords or codes to
unlock mobile devices, a tool like UFED Celleb-
rite comes in handy to gain access to the device
and get important information. The UFED Cel-
lebrite software package has access to all types of
USB connectors for the phone. The device can
save the extracted data to USB for viewing on a
regular computer. Thus, information extraction
is possible using field mobile forensics and infor-
mation can be extracted from the device on the
spot, rather than carrying the mobile device to an
expert laboratory [15].

The Oxygen Forensic Detective software pa-
ckage is a whole set of forensic tools that contains
various types of forensic tools. When you first
download the software, it automatically installs
certain drivers so that you can investigate the
mobile device from the moment you turn it on for
the first time.

A key advantage of the Oxygen Forensic suite
is its robust driver support for a broad spectrum
of mobile devices. That is, it allows analyzing of-
fline and does not require access to the Internet
to download additional drivers. This makes it
convenient for forensic experts who often need to
work offline or outside a specialized laboratory.

The mobile device is connected to the compu-
ter viaa USB cable. The installed Oxygen Foren-
sics software package automatically detects and
identifies the mobile device and connects it to the
computer. After the user confirms the connection,
the program starts extracting all the data from
the mobile device. Oxygen Forensics also has an
option to gain root access to the mobile device
to bypass the locked screen. In the case of our
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study, this option was not used due to the risk of

damage to the mobile device when trying to gain

root access. That is, when working with the prog-
ram under study, it is necessary to take this risk
into account.

When a mobile device is connected to a com-
puter via USB, the program automatically de-
tects it and prompts the user to delete the data.
Upon user consent, the software starts processing
and extracting all the data. This process takes
some time, because if there is a lot of data, it exa-
mines it in detail. he program initially makes a
backup of the mobile device. Contacts, text mes-
sages, and various app data will be extracted in
separate instances. As soon as the software tool
completes the extraction process, it will display a
section with detailed information about the mo-
bile device, such as IMEI number, root access,
device type and software revision number. All of
this information is important because it can be
used to further search for additional information
about the device and its owner [15].

A comparative analysis of Oxygen Forensic
and UFED (Universal Forensic Extraction De-
vice) reveals both are powerful tools for mobile
forensics, but they have their differences and ad-
vantages, namely:

1) Functionality and device support:

+ Oxygen Forensic is a product that has exten-
sive capabilities for analyzing various types of
mobile devices, including smartphones, tablets,
and even storage devices; it provides access to
various types of data, including messages, pho-
tos, videos, call history, contacts, and much more.

¢ UFED is a product developed by Cellebrite
that also supports a wide range of mobile devi-
ces and can extract a variety of data types, but
has the advantage of high speed and efficiency
in extracting data from different devices.

2) Interface and user experience:

« Oxygen Forensic — has an intuitive and user-
friendly interface that allows quickly organizing
and analyzing large amounts of data;

¢ UFED — the interface is also known for its
simplicity and ease of use, but provides quick
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access to the main functions and data analysis

capabilities.

3) Analysis capabilities:
¢ Oxygen Forensic — provides a wider range of

analytical tools and data extraction capabilities,

including collecting information from social
networks, GPS coordinates, apps, and more.

¢ UFED — known for its high efficiency in ext-
racting basic types of data such as messages,
contacts, and photos. It is commonly used
to quickly get basic information from mobile
devices.

4) Cost. Oxygen Forensic is a more expensive
software product compared to UFED. Therefore,
the choice of product depends on budget const-
raints and user needs.

5) Data format support.

+ Oxygen Forensic — supports most data formats,
which allows analyzing information from va-
rious sources, such as iCloud backups, Android
backup files, Samsung backup archives, etc.

¢ UFED — supports many data formats, including
standard backup files and specialized formats
developed by various device manufacturers.

6) Update Support.

+ Oxygen Forensic receives periodic updates that
add new features and improve compatibility
with the latest versions of mobile device ope-
rating systems.

o UFED is also updated regularly to ensure sup-
port for new devices and data formats.

7) Limitations:

+ Oxygen Forensic works exclusively on the Win-
dows platform.

o UFED operates on specialized equipment that
may be more expensive and complicated for us-
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BUKOPUCTAHHSA IHHOBAIIMTHUX [TPOTPAMHIUX KOMIIJIEKCIB
Y IIAOPOBIN KPUMIHAJICTUIL 1J11 BABE3IEYEHH TTPOTU/IIT
3JIOYMHHOCTI B YKPATHI

Beryn. [udposa kpuMinazicTika, 1o 6a3yeTbess Ha BUKOPUCTaHHI Clel[iaJi30BaHuX IIPOrpaMHUX KOMILIEKCIB, 103BOJISIE
3HAYHO TMABAMINTH e(DEKTUBHICTH PO3CIiyBaHHs 3704nHiB. MOOGITbHI TPUCTPOI CTATN HEBIT €MHOIO YaCTUHOIO JKUTTS SIK
3BUYANTHOTO IPOMA/ISTHIHA, TaK i TIPABOMIOPYITHIKA, 1[0 CIIPUYUHSE HOBI BUKJIMKH JIJIs TPABOOXOPOHHUX OPTaHiB.

IIpo6aemaTuka. 3pocTaHHs KiJIbKOCTI KDUMiHAJIbHUX IPABOTIOPYILEHS, TIOB'I3AHUX 3 BUKOPHCTAHHSIM MOOIJIBHUX IIPUCTPOIB,
BUMATAE 3aCTOCYBAHHSI CIIEIIai30BAHIX IHCTPYMEHTIB /ISl BUJIYYEHHS Ta aHAJII3y BEJIUKUX 00CSTIB IAHUX, SIKi 30epiratoThest
HA TAaKUX IPUCTPOSIX, 1 Hajiasi HabyBAIOTh CTATYCY JOKa3y Y KPUMIHAIILHOMY [TPOBA/KEHHI.

Mera. Po3poliieHHs IpaKTUYHIX PEKOMEH/ Il Ha 6a3i aHasii3y IPaKTHYHOTO BUKOPUCTAHHS [TPOTPAMHUX KOMILIEKCIB,
y3araJbHeHHS JIOC/iPKeHHST BUTYyYeHNX IIN(PPOBUX AAHUX (JI0KA3iB), CIPSIMOBAHNX Ha BUKOPUCTAHHS iHHOBAIlIHHUX TIPOT-
PaMHIX KOMILTEKCIB y T POBii KpUMIHATICTHIN 75T 3a6e3MeYeHHs MPOTU/Iii 3JIOYNHHOCTI B YKpaiHi.

Marepiamm i meroau. Bukopucrano nporpamui komiuiekeu UFED, Oxygen Forensic Detective, XRY, EnCase Mobile In-
vestigator. IIpoBeieHO TIOPIBHAIBHUI aHaIi3 MOXKIMBOCTEN IUX IHCTPYMEHTIB Ha OCHOBI JJaHUX 3 PeaJbHUX KPUMIHAJIBHUX
poBa/KeHb. ONUTAHO eKCIepTiB y ranysi nugpoBoi KPUMIHAMICTUKY /I OTPUMAHHS J0/IaTKOBUX JIaHUX 111010 TPAKTUY-
HOTO 3aCTOCYBAaHHS ITPOrPAMHUX KOMIIJIEKCIB.

Pesyansratu. Buokpemsieno mepesaru ist IpoBeeHHsi MOOLJIBHOI CYZI0BOI €KCTIEPTU3N KOKHOTO IIPOrPAMHOTO KOMILIEK-
cy. Busnaueno, 110 IpaBOOXOPOHHUME OPTaHAMU TIEPEBaKHO BUKOPUCTOBYEThCsI porpaMuuii komiieke UFED (Universal
Forensic Extraction Device). [HCTpyMEHTH 103BOJISIIOTH 3HAYHO CKOPOTHUTH Yac Ha 301p Ta aHaJIi3 JaHKX, MiABUIIUTHA TOUHICTH
i HaHIHICTh OTPUMAHUX JI0Ka3iB, 301JILIIUTU BiZICOTOK PO3KPUTTS [IPABOIIOPYILEHb.

BucHoBku. Briposa/pkernts iHHOBaIiHHIX TEXHOJIOTIH y po6OTY MPaBOOXOPOHHUX OPraHiB crpusi€ e(heKTUBHOMY 0CY-
JIOBOMY PO3CJIi/lyBaHHIO IPABOIIOPYIEHb, OB A3aHIX 3 BUKOPUCTAHHAM MOOLIBHUX PUCTPOiB. Pekomenaarii, pospobieni
y XOZIi ZI0CTIIZKEHH S, MOKYTh Oy TH KOPUCHUMU Y TIPAKTUYHIN AiS/IBHOCTI TPABOOXOPOHIIIB.

Kmouosi crosa: undposa kpuminaiictuka, undposi nokasu, nporpamui komiuiekceu, UFED (Universal Forensic Extraction
Device), Oxygen Forensic Detective, 3104MHHICTb.
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