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Introduction. In the evolving digital economy, a diverse range of tools plays a pivotal role, including virtual as-
sets, central bank digital currencies (CBDCs), private currencies issued by commercial banks, and instruments
from private financial groups. A key requirement for the harmonious and efficient functioning of this ecosystem is
the establishment of a comprehensive legal framework governing their circulation, accompanied by robust public
and private governance mechanisms. Effective regulation of this sector is critical for maintaining the integrity of
payment systems and financial markets, safeguarding investor interests, and promoting overall financial stability.

Problem Statement. The advent of digital finance is reshaping approaches to public-private governance.
From a legal perspective, legislative frameworks must address the dual challenges of mitigating the misuse of new
Jinancial tools in criminal schemes while fostering innovation. This necessitates implementing targeted preventive
measures, modernizing crime-fighting activities, and adopting contemporary regulatory approaches, such as regu-
latory sandboxes, to facilitate innovation.

Purpose. This research aims to outline national priorities for the development of digital finance, emphasizing
the importance of collaborative efforts in managing the circulation of CBDCs and virtual assets.

Materials and Methods. The study employs a combination of general scientific and specialized methods, in-
cluding analysis, synthesis, grouping, description, and comparison of CBDCs and virtual assets. It also involves
the theoretical generalization of the concept of digital assets.

Results. The findings highlight the urgent need to advance the National Bank of Ukraine’s e-hryonia project to
enhance the transparency of virtual asset circulation, legalize the virtual asset market in Ukraine in compliance with
[FATF standards, and strengthen anti-money laundering and counter-financing of terrorism (AML/CFT) procedures.

Conclusions. Implementing regulatory frameworks for the virtual asset market, fostering its integration with ban-
king institutions and payment systems, and introducing the e-hryonia will bolster Ukraine’s financial security. These
measures will also support the country’s reconstruction, modernization, and integration into the European Union.
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The blockchain technology underlying the con-
struction of digital finance catalyzes far-reaching
changes in money and finance that will profound-
ly impact households, corporations, investors,
central banks, and governments. It is a system for
recording and transmitting information that al-
lows data storage in a chain of blocks. Each block
contains information about a certain number of
transactions and the hash of the previous block.
Thus, each block ensures a link with the previous
block, forming a chain. By enabling the secure
ownership of purely digital objects, it fosters the
growth of new digital assets such as non-fungible
tokens (NFTs).

Digital money has been evolving for some time.
New technologies aim to democratize finance and
expand access to financial products and services.
The key goal is to achieve much cheaper, instant
domestic and international payments.

Not every form of digital money will prove viable.
Cryptocurrencies, such as Bitcoin, cannot func-
tion as money. Recently, crypto tokens have lost
two-thirds of their value. Although actively traded
and speculated upon, the prices of these instru-
ments are disconnected from any underlying eco-
nomic value. To curb volatility, stablecoins have
been developed, but many of them have proven to
be unstable, relying on the quality of the assets
that back them up [1].

Nonetheless, decentralized finance (DeFi') and
cryptocurrency not only will persist but also have
the potential to address real-world issues, such as
the energy crisis. Regulation is key to bringing
order to the markets and ensuring a safe space for
innovation. Meanwhile, central banks are explor-
ing their own digital currencies.

Central banks should harness the technological
innovations offered by cryptocurrency while pro-
viding a foundation of trust. With responsibly de-
veloped central bank digital currencies, risks of con-

fidentiality and cybersecurity can be managed [2].
I Decentralized finance, or DeFi for short, is a broad term
for services such as investing, borrowing, lending, and
trading that are based on decentralized, non-custodial
infrastructure.
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It’s too early to predict how the digital landsca-
pe will evolve. However, with the right policies
and regulatory choices, we can envision a future
combining state and private currencies securely
stored in the digital wallets of billions of people.

Many Ukrainian and international researchers
are focusing on studying various aspects of both
private virtual assets and central bank digital
currencies (CBDCs). A central bank digital cur-
rency (CBDC) is a digital form of existing fiat
money already issued by the central bank and is a
universally accessible legal tender within the co-
untry. Depending on their properties, CBDCs are
categorized for the following purposes: as a digi-
tal equivalent of cash; for interbank settlements;
as a tool of monetary policy; as an equivalent of
an account opened with the central bank.

According to the research of Merinov S. and Po-
lovenko L., there has been currently no common
understanding regarding the further strategy of
cryptocurrency development worldwide [4]. S. Ar-
zhevitin has analyzed the monetary aspects of
using digital currencies, identifying issues such as
the lack of government control over the circula-
tion of virtual assets and the uncertainty of their
impact on economic indicators in the medium
and long term [5]. V. Kochergin and A. Yangirova
have conducted a study on the prospects of issu-
ing central bank digital currencies (CBDCs) as a
new form of money, modelling their functions and
potential impact on monetary policy. The resear-
chers have concluded that, as with cash, CBDCs
would allow the central bank to strengthen the
transmission mechanism of monetary policy and
make assets on its balance sheet more centralized,
thereby reducing the need for funding for credit
institutions [6].

In recent years, the activities of the virtual asset
market have been the subject of numerous scien-
tific studies. Our literature review will help iden-
tify key themes and conclusions in this body of
research, as well as focus on unresolved issues.

One of the main themes in the literature on the
virtual currency market is its volatility. Resear-
chers have found that cryptocurrencies are highly
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volatile and prone to significant price fluctuations
over short periods of time (Bouri et al., 2018 [7];
Cheah & Fry, 2015 [8]). This volatility is explai-
ned by a number of factors, including regulatory
uncertainty, market sentiment, and changes in
investor demand.

Security and vulnerability of the crypto market
have also been studied. In particular, research has
shown that the decentralized nature of crypto-
currencies makes them less vulnerable to cyber-
attacks. However, research (Kshetri, 2018 [9]) has
also found that the lack of regulation and trans-
action anonymity makes cryptocurrencies vulner-
able to illegal activities such as money laundering
and terrorism financing. The study “PEX: Priva-
cy-Preserved, Multi-Tier Exchange Framework for
Cross-Platform Virtual Assets Trading” assessed
the risks of operations in the crypto market [10].

The issue of combating risks to financial stabili-
ty in the processes of digital economy development,
mitigating risks of using virtual assets in criminal
operations in Ukraine, is reflected in the works of
0O.0. Liubich, H.P. Bortnikov, Z.S. Varnalii, V.A. Us-
tymenko, T.S. Gudima, and others [11—13].

Foreign researchers have been studying the
impact of virtual assets on macroeconomic indi-
cators of the global economy. Eswar S. Prasad [1],
in his research, reviews existing and new forms of
digital money and considers their impact on finan-
ce, monetary policy, international capital flows,
and even on societal organization.

Agustin Carstens, Chairman of the Bank for In-
ternational Settlements, and his colleagues John
Frost and Hyun Song Shin believe that central
banks should use technological innovations of-
fered by crypto and provide an important foun-
dation of trust [2].

The purpose of the article is to present a list of
national priorities in the development of digital
finance, such as increasing the efficiency of anti-
money laundering and anti-corruption activities
of the government, financial security of financial
markets and the virtual asset market through col-
laboration in the circulation of central bank digi-
tal currencies and virtual assets.
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It is important to note that research on the deve-
lopment of the crypto market in Ukraine is insuf-
ficient, particularly due to the lack of publicati-
ons dedicated to the cooperation between central
banks and service providers related to virtual as-
set turnover (VASP), as well as the issue of legali-
zing the crypto market as a means of reducing the
risks of money laundering and terrorism financing.
This underscores the importance of this article.

Money has been a significant tool for the deve-
lopment of society, facilitating trade and resource
exchange regardless of geographical location. They
allowed the transfer of wealth and resources across
space and time. However, throughout history, mo-
ney has also been subject to theft and destruction.

Currently, money has been undergoing trans-
formations that will change the banking system,
financial services, and even the structure of soci-
ety. The era of physical currency is coming to an
end as the age of digital assets dawns, even in low-
and middle-income countries. There is increasing
competition between official national currencies
and private currencies on both domestic and in-
ternational stages.

The proliferation of digital technologies is dri-
ving this transformation and may lead to benefi-
cial innovations and increased access to financial
services. However, there is a risk that these tech-
nologies could increase the concentration of eco-
nomic power and allow large corporations and
governments to interfere more in financial and
private life.

Traditional financial institutions, especially
commercial banks, are facing challenges to their
business models as new technologies give rise to
online banks that can attract more customers and
web platforms that directly connect depositors
and borrowers. These new institutions and plat-
forms intensify competition, promote innovation,
and reduce costs. Depositors gain access to a varie-
ty of savings, credit, and insurance products. Small
businesses have the opportunity to finance from
sources other than banks, which typically have less
stringent lending and collateral requirements. Do-
mestic and international payments become more
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accessible and faster, bringing additional benefits
to consumers and companies.

Initially, it seemed that the emergence of cryp-
tocurrencies like Bitcoin would revolutionize pay-
ment systems. Cryptocurrencies do not require
the support of central banks or trusted interme-
diaries such as commercial banks and payment
systems to conduct transactions, which often
eliminates inefficiencies and additional costs as-
sociated with such intermediaries. However, vo-
latile prices, emission volume limitations, and long
transaction processing times with cryptoassets
have led cryptocurrencies to be recognized as inef-
ficient means of exchange.

As a result, the next stage in the development
of the crypto market became new forms of cryp-
tocurrencies known as stablecoins, most of which,
ironically, derive their stable value from the sup-
port of central banks and government securities.
They have gained more popularity as a means of
payment.

Stablecoin is a general term for cryptocurren-
cies whose exchange rates are attempted to be
stabilized by pegging them to fiat currencies or,
for example, to exchange-traded commodities
(gold, oil) [14].

The blockchain technology underlying the cir-
culation of virtual assets, allowing the secure
ownership of purely digital objects, contributes
to the growth of new digital assets, such as non-
fungible tokens (NFTs).

Non-fungible tokens or NFTs are a type of cryp-
tographic token on the blockchain that repre-
sents a unique asset. These can be fully digital as-
sets or tokenized versions of real assets. With each
created NFT, the owner/creator can store certain
information in them, such as signing their works
by adding their signature in the NFT metadata.
Each NFT has a distinct and unique identifier that
sets it apart from others and acts as proof of authen-
ticity and ownership in the digital world [15].

At their core level, cryptoassets simply repre-
sent codes stored and available in electronic format.
They can be asset-backed or unbacked by physi-
cal or financial assets. Their value may stabilize or
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remain volatile, depending on their peg to fiat
currencies or other assets. The electronic lifecy-
cle of cryptoassets entails a wide range of risks as-
sociated with technologies that state regulators
actively incorporate into their core rules. These
risks include cybersecurity and operational risks,
which have become particularly significant due
to known cases of losses from hacker attacks or
unforeseen loss of control over access or records.
Some of these risks could have been less if the
cryptoasset ecosystem were more closed. Howe-
ver, this is no longer the case. Many functions of
the financial system, such as providing leverage
and liquidity, lending, and asset custody, are now
being introduced into the crypto-currency world.
Major players are competing for funding and ac-
tively participating. This leads to more active calls
for the application of the “same activity, same
risk, same rules” principle with corresponding
changes to the crypto world, increasing pressure
on the activity of state regulators for regulation.
Actually, national governments and internatio-
nal regulators have already taken significant measu-
res. Some countries, such as Japan and Switzerland,
have amended legislation regarding cryptoassets
and their service providers, while others (including
the European Union, United Arab Emirates, Uni-
ted Kingdom, and United States) are in the stage
of development or implementation. National go-
vernments vary in their approaches to regulating
cryptoassets, which promotes flexibility in choo-
sing crypto-business activities in jurisdictions with
more favourable conditions and complicates moni-
toring of criminal activity involving virtual assets.
Some governments have banned the issuance
or holding of cryptoassets by residents of the co-
untry or prohibited their use for certain purposes,
such as payments. There are also more leniently
inclined countries that even encourage compa-
nies to develop virtual asset markets. As a result,
fragmented global response does not guarantee
equal conditions and does not protect against the
relocation of criminality, as all participants in the
crypto market have the opportunity to quickly
migrate to more friendly jurisdictions with less
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stringent regulatory requirements, remaining ac-
cessible to anyone with internet access.

Let’s now consider the Cryptocurrency Percep-
tion Index in terms of the economic development
of countries worldwide (Table).

Technological innovations in finance, even tho-
se that may promote more efficient financial in-
termediation, can have dual implications for in-
come and wealth inequality.

The benefits of financial technology innova-
tions could primarily accrue to wealthy segments
of the population, who could use them to increase
financial returns and risk diversification, while
existing financial institutions could co-opt these
changes for their own benefit.

Moreover, as those who are economically mar-
ginalized have limited digital access and lack fi-
nancial literacy, some changes may draw them into

investment opportunities whose risks they do not
fully assess or comprehend. Thus, the consequen-
ces of income and wealth inequality, which have
sharply increased in many countries and fuel po-
litical and social tension, are far from obvious.

Another key change will be greater stratifica-
tion at both national and international levels.
Smaller economies and countries with weak ins-
titutions may see their central banks and curren-
cies becoming less relevant, further concentra-
ting economic and financial power in the hands of
larger economies.

Alongside this, large corporations such as Am-
azon and Meta are increasingly gaining influence
over the monetary system, controlling both trade
and finance.

Even in a world of decentralized finance based
on the innovative blockchain technology of Bit-

Global Innovation Index 2023 (10 first positions in terms of development of world economies)

No High-income economies (48 in total) No Upper middle-income group (36 in total)
1 | Switzerland (1) 1 | China (12)
2 | Sweden (2) 2 | Malaysia (36)
3 | United States (3) 3 | Bulgaria (38)
4 | United Kingdom (4) 4 | Tarkiye (39)
5 | Singapore (5) 5 | Thailand (43)
6 | Finland (6) 6 |Brazil (49)
7 | Netherlands (Kingdom of the) (7) 7 | Russian Federation (51)
8 | Germany (8) 8 | Serbia (53)
9 | Denmark (9) 9 |North Macedonia (54)
10 | Republic of Korea (10) 10 | Mauritius (57)
No Lower middle-income group (48 in total) No Low-income group (48 in total)
1 | India (40) 1 |Rwanda (103)
2 | Viet Nam (46) 2 | Madagascar (107)
3 | Ukraine (55) 3 | Togo (114)
4 | Philippines (56) 4 | Zambia (118)
5 |Indonesia (57) 5 |Uganda (121)
6 |Iran (Islamic Respublic of) (62) 6 | Burkina Faso (124)
7 | Mongolia (68) 7 | Ethiopia (125)
8 | Morocco (70) 8 | Mozambique (126)
9 |Tunisia (79) 9 | Guinea (128)
10 | Uzbekistan (82) 10 | Mali (129)

Source: Global Innovation Index Database, WIPO, 2023 [16].
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coin (which is arguably its true legacy), govern-
ments play a crucial role in ensuring compliance
with contractual and property rights, investor pro-
tection, and financial stability. Ultimately, cryp-
tocurrencies and innovative financial products also
function better when built on trust derived from
government oversight and control.

Governments are responsible for ensuring that
their laws and actions promote fair competition
rather than favoring incumbent companies and
allowing large players to squeeze out smaller com-
petitors. The international regulatory community
is also actively working on these issues. In the early
years of crypto industry development, their main
goal was to preserve financial stability by minimi-
zing the use of crypto assets in money laundering
and other illicit operations. The Financial Action
Task Force (FATF) quickly developed global requi-
rements for all virtual asset service providers [17].

The IMF calls for a global response that would
be coordinated to fill regulatory gaps arising from
cross-sectoral and cross-border issuance and to
ensure a level playing field; consistent, thus alig-
ned with major regulatory approaches across the
spectrum of activities and risks; and comprehen-
sive, covering all participants and aspects of the
crypto ecosystem.

The global regulatory framework seeks to bring
order to the markets, help instill consumer confi-
dence, establish boundaries of acceptability, and
strive to provide a safe space for continued bene-
ficial innovations.

At the same time, central banks are concerned
about the consequences for both financial and eco-
nomic stability if decentralized payment systems
or private stablecoins displace both cash and tra-
ditional payment systems run by regulated finan-
cial institutions. Payment infrastructure entirely
in private hands may be efficient and inexpensive,
but some parts of it may stall in case of loss of trust
during periods of financial turmoil.

In response to such concerns, central banks are
considering the issuance of digital forms of cent-
ral bank money for retail payments — central bank
digital currencies (CBDCs).
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The arguments for the introduction of retail
CBDC:s are not as convincing. Typically, this is a
digital currency issued by the central bank for
the general public, but it differs from other regu-
lated digital currencies, such as stablecoins or to-
kenized bank deposits, in that it is a liability of the
central bank.

Interest in retail CBDCs has suddenly surged
in recent years, and many central banks are expe-
rimenting with them. There are three main argu-
ments in favour of retail CBDCs.

Firstly, retail CBDC would provide direct ac-
cess to sovereign money in the digital economy,
where cash is losing its relevance. However, the
differences between the obligations of central
banks and commercial banks typically do not mat-
ter significantly to most people as long as they are
confident in the safety of their money and that
central banks are willing to support the system
during crises.

Secondly, retail CBDC could serve as a check on
the monopoly exercised by banks or e-wallet pro-
viders in the retail payment space. However, there
are other ways to enhance competition and ensure
payment systems adhere to necessary standards.

Thirdly, retail CBDC could offer greater pri-
vacy and control over personal information and
transactions than the current electronic payment
system can provide. However, improving rules or
legislation to protect user privacy and ensure re-
liable data management may be an alternative to
issuing retail CBDC.

Retail electronic payment systems are fast, effi-
cient, and cost-effective, while the residual amount
of cash will remain in circulation and is unlikely
to disappear. Speaking too categorically about the
future development of these various innovations
would be unwise. Central banks and regulators
must continually monitor trends and evolution and
adapt their policies and strategies accordingly.
This can be done through internet resources such
as the CBDC Tracker. Today’s Central Bank Di-
gital Currencies Status [19] or CBDC Tracker,
funded by an HRF grant, developed by Peak Shift,
and created by CBDC Tracker fellows [20].
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B Cancelled
Research

B Proof of concept
Pilot

B Launched

Today’s Central Bank Digital Currencies Status. Current status of CBDC implementation worldwide

Source: CBDC Tracker [19].

In Figure, one can see data on the status of
CBDC implementation as of May 2024. The largest
numbers, namely, 107 countries worldwide, are in
the research phase (marked with green), 27 count-
ries are in the justification phase for launching
their own CBDC (marked with purple), 21 count-
ries have already launched a pilot project (marked
with orange), in 4 countries their own CBDCs
are already operational (marked with blue), and
7 countries have declined to implement CBDCs in
their own countries (marked with red) (Figure).

It would be interesting to further specify the
countries that are already working with CBDC
(Jamaica, Zimbabwe, Nigeria, Bahamas) and those
that have rejected them (Philippines, Kenya, Den-
mark, Curacao, Singapore, Ecuador, Finland).

One can imagine a future in which the digital
asset ecosystem becomes a permanent fixture in
the financial landscape, coexisting with the cur-
rent intermediated system. Traditional fiat curren-
cies will remain dominant, but important roles
will be played by private stablecoins and whole-
sale CBDCs.

ISSN 2409-9066. Sci. innov. 2025. 21(2)

CBDCs are likely to be crucial for cross-border
payments and settlements. Retail CBDCs may be-
come a small component of the monetary base, akin
to the role cash plays today.

Both cross-border settlements and cash increa-
se the use of traditional financial markets in cri-
minal activities, especially in laundering illegal as-
sets. Regarding CBDCs, they enhance transaction
transparency through blockchain technology and
contain procedures to counter money laundering
and terrorism financing (AML/CFT), such as cus-
tomer identification and verification, customer risk
assessment, and activity monitoring.

Moreover, with the development of digital tech-
nologies, these procedures are performed remote-
ly over the internet. For instance, compliance
procedures in licensed VASP activities are imple-
mented using blockchain analytics software [21].
Thanks to such software, customer risk assessment
procedures are also automated [22, 23].

By employing blockchain analytics principles,
it is possible to identify participants in virtual asset
transactions through financial exchanges of banks
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and payment institutions, centralized cryptocur-
rency exchanges, and VASPs. Currently, the focus
is on transactions in DeFi, and we have already
observed that financial services in financial markets
are adapted to this decentralized digital economy
and operate there. Therefore, through the imple-
mentation of government regulation and regula-
tion at the global level, such companies also act as
information carriers about their clients.

By following the principles of blockchain analy-
tics, identifying participants in virtual asset transac-
tions is possible through financial exchanges of
banks and payment institutions, centralized cryp-
tocurrency exchanges, and VASPs. Currently, the
focus is on transactions in DeFi, and we have al-
ready noted that financial services in financial
markets are adapted to this decentralized digital
economy and operate there. Therefore, through
the implementation of government regulation and
regulation at the global level, such companies also
act as information carriers about their clients.

However, a more effective tool for anti-money
laundering procedures could be the exchange of
virtual assets for CBDCs, through which trans-
action information on the blockchain becomes
completely transparent,and AML/CFT procedu-
res become automated. This is another justification
for central banks launching CBDCs to enhance
financial stability and the hypothesis that cash
will not disappear, but its volumes may decrease
significantly. This collaboration between virtual
assets and CBDCs is projected to become a tool
for anti-corruption activities and a deterrent to
any crimes involving virtual assets.

On the other hand, for the implementation of
such projects, besides the absence of political will
to engage in such national projects, there are thre-
ats to both digital assets from cybercrime.

“Confidentiality and cybersecurity risks can be
managed through responsibly designed central
bank digital currencies,” noted Josh Lipsky of the
Atlantic Council [24]. There isa variety of CBDC
designs, ranging from centralized databases to
distributed ledgers and token-based systems. Be-
fore drawing conclusions about cybersecurity and
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confidentiality risks, it is essential to thoroughly
examine each of these designs. It is also worth
comparing these constructs with the current fi-
nancial system to determine whether new techno-
logies can offer safer alternatives.

Many proposed designs for CBDCs, especially
for retail ones, involve centralized transaction da-
ta collection, creating serious risks for confidentia-
lity and security. Concerns about projects aimed at
preserving confidentiality lie in the fact that this
may lead to reduced transparency for regulators.

Regulatory authorities typically require suffi-
cient understanding to detect suspicious transac-
tions, to identify money laundering, terrorism fi-
nancing, and other illicit activities. Cryptographic
methods can be used to develop CBDCs that pro-
vide a level of confidentiality similar to cash up to
a certain threshold, allowing governmental agen-
cies to conduct necessary regulatory oversight.

Over the past 18 months, some central banks
have concluded that CBDCs may pose significant
cybersecurity and confidentiality risks. However,
they have also recognized that there are various
CBDC design options to choose from, including
new options that have not yet been fully tested.
The choice of a specific CBDC design should be
based on the country’s needs and policy priorities.

Overall, it is important to understand that with
proper design, CBDCs can be as secure as exis-
ting financial systems. Cybersecurity issues need
to be balanced with other aspects to ensure opti-
mal outcomes.

Our research confirms that fragmented efforts
to create CBDCs can create compatibility issues
and cross-border cybersecurity risks. Regardless of
whether countries decide to deploy CBDCs, the
Federal Reserve System of the United States sho-
uld contribute to the development of global CBDC
standards. The European Union is in the process
of developing legislation for the crypto market
(MiCA Regulation [25]) and simultaneously adop-
ted the DORA Regulation for operational resilien-
ce of digital technologies in the financial services
sector [26], aimed at creating a comprehensive
and unified basis for harmonizing processes and
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standards related to operational resilience of di-

gital technologies in the financial sector and up-

dated Directive 2011/16/EU on administrative
cooperation in taxation DACS [27], which intro-
duces tax transparency rules for crypto assets.

Taking into account the trends in the develop-
ment of digital assets globally, it is necessary for
Ukraine to expedite the processes of legalizing
the virtual asset market and implementing the
National Bank of Ukraine’s pilot project on the
national CBDC — e-hryvnia. This will help crea-
te the necessary conditions and rules for the func-
tioning and development of decentralized finance,
as well as for the entire virtual asset market, with
the aim of expanding foreign investments into the
national economy and creating favorable condi-
tions for the operation of this cutting-edge sector.

Depending on the ease and transparency of re-
gulatory approaches in legislative acts and the
direct supervisory activities of government and
law enforcement agencies, the development resi-
dency of the crypto industry and its transparency
will be formed. Increasingly, modern trends in
the progressive development of economies invol-
ve the interaction of the industry with govern-
ment and security structures based on principles
of mutual understanding and cooperation.

Thus, as a result of the conducted research, the
main problematic issues requiring resolution at
the current stage of development to streamline
the circulation of virtual assets in Ukraine have
been identified, including:

o comprehensive launch of the legal framework
for the virtual asset market, requiring amend-
ments to the Tax Code of Ukraine [28] regar-
ding transactions with virtual assets and the
activities of VASP and giving legal force to the
adopted legislation (implementation of Euro-
pean Directives).

« implementation of the NBU project [29] on the
circulation of e-hryvnia, considering approaches
to enhance financial and cybersecurity (imple-
mentation of European Directives).

¢ determination of the characteristics of virtual
assets regulated by the provisions of the Law of
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Ukraine “On Capital Markets and Organized
Commodity Markets.” [30] This approach requi-
res all virtual asset service providers offering
services in accordance with the law, including
services related to issuing securities, circula-
tion, clearing, and settlement of virtual assets,
to apply and fully comply with the relevant
rules regardless of the technology they use.

« establishment of requirements for financial ins-
titutions regarding the assessment of risks re-
lated to financial monitoring based on a risk-
oriented approach to the introduction of new
technologies, products, and practices and the
application of appropriate measures to manage
and mitigate risks, performed by state regula-
tion and supervision functions.

¢ introduction by primary financial monitoring
entities of an analysis of types of activities with
virtual assets, including those related to their
clients, the geographical location of the client’s
country of registration or institution through
which the transfer (receipt) of assets is carried
out, types of goods and services, etc. The Finan-
cial Stability Board (FSB) Report of the G20
[31] Finance Ministers emphasizes the imple-
mentation of decentralized financial technolo-
gies that can be applied to enhance financial
stability in several areas, including considering
cross-border payments and settlements, toke-
nization of securities, trade finance and insuran-
ce, and peer-to-peer lending. This proposal covers
a wider range of issues related to strengthening
digital operational resilience for the financial
sector and ensuring the security of virtual as-
set circulation [31].

¢ strengthening cross-border cooperation and in-
tersectoral coordination and exchange of infor-
mation on the development of virtual assets to
address threats to financial stability arising
from the cross-border and intersectoral nature
of crypto assets.

The study theoretically generalizes and add-
resses the scientific and practical task of develop-
ing theoretical and methodological principles for
regulating the interaction of banking institutions
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with service providers related to the turnover of
virtual assets.

The impact of threats, vulnerabilities, and risks
associated with the use of financial and banking
sector entities for AML/CFT purposes on the in-
dicators of socio-economic development of Ukrai-
ne has been proven, and their destabilizing effect
on the growth of shadow GDP, shadow employ-
ment, and tax evasion by economic entities has
been established.

The advantages of the obtained research re-
sults lie in substantiating the feasibility of deve-
loping practical guidelines for standardizing op-
erations with virtual assets and classifying types
of activities of service providers related to the
turnover of virtual assets.

The article was prepared within the framework
of the scientific project «Formation of the foun-
dations of the nationally rooted stability and se-
curity of the economic development of Ukraine in

the conditions of the hybrid “peace-war” system»
(2 stage — Justification of the mechanisms of prac-
tical provision of economic stability and security
based on the national rootedness of economic de-
velopment) (2nd stage — Substantiation of mecha-
nisms for practical provision of economic stabili-
ty and security on the basis of national economic
efficiency of economic development), state regist-
ration number 0124U001680.

Domestic research on the interaction of cryp-
tocurrency market operators with banking and
payment systems regarding the assessment and
management of the risk associated with the use of
virtual assets and the activities of service providers
related to the turnover of virtual assets in legali-
zation operations, as well as the development of
practical guidelines, is absent because they are ba-
sed on the experience of countries that have legali-
zed the virtual asset market and international ini-
tiatives that have not yet been studied in Ukraine.
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JlepskaBHa HABYAIBHO-HAYKOBA yCTaHOBA «AKazeMist (hiHAHCOBOTO YIIPaBJIiHHS,
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+380 44 277 2303, afukyiv@ukr.net

PO3BUTOK TA IHTETPAIIIA HNOPOBUX BAJIIOT
Y AIAJNBHICTD PUHKY BIPTYAJIBHUX AKTUBIB

Beryn. Y po3sutky 1udpoBoi eKOHOMIKH BaKJIMBE Miclle 3aiiMae Habip iHCTPYMEHTIB — BipTyasibHi akTUBU, U POBI BaJIHO-
TH [eHTPAJIbHUX OAHKIB, IIPUBATHI BAJIOTU KOMEPIiIHUX OaHKIB i puBaTHUX (hiHaHCcOBUX rpyIL. IlepiioueproBum 3aBaH-
HSIM 1151 0T 3JIar0JIKEHOTO Ta eheKTUBHOTO (DYHKIIIOHYBAHHS € CTBOPEHHST TPABOBOI 6a3u [jist 00iry BipTyaJbHUX aKTUBIB
Ta Bi/IMOBIIHOTO JIEPKABHOTO 1 IIPUBATHOTO yIIPaB/IiHHA. PerysoBants 1[boro cekropa Matume BUPIilIagbHe 3HAYCHHS IS
MATPUMKH HIIICHOCTI IIATIAKHUX crcTeM i (PiHAHCOBUX PUHKIB, 3a0€3IIeYeHHs HAJIEKHOTO 3aXICTY IHBECTOPIB Ta CIIPUSATH-
Me (iHaHCOBIiT cTabiIbHOCTI.

IIpo6Gaemaruka. Ha 1i1i po3BuTky 1iudpoBux GhiHAHCIB 3MIHIOIOTHCS MiAXO/U 0 JAEPKABHO-IIPUBATHOTO MEHEKMEHTY.
[1o/10 TIPaBOBOIO MOJISI PO3BUTOK 3aKOHOAABCTBA OTPEOYE pearyBaHHs Ha BUKOPUCTAHHS HOBITHIX iHCTPYMEHTIB Y 3/1091H-
HUX cxeMmax i 3abe3rederHi po3BUTKY iHHOBaIii. ToMy BaK/IMBO BIPOBAIKyBaTH KOHKPETHI Ta CYTTEBI 3aX0/HU MO0 3aII0-
GiraHHs 3JI0YMHHOCTI i cydacHi MiX0/I1, 30KpeMa PeryIATOPHI MCOUHUII 15 TIOAAIBIIOr0 iHHOBAITHOTO PO3BUTKY.

Mera. [logary nepeJiik Hal[ioHaJIbHUX NPIOPUTETIB Y cepi po3BUTKY 1ndpoBUX (hiHAHCIB 3 OOIPYHTYBaHHAM HEOOXil-
HocTi Kosabopatii 06iry nndpoBux BaJOT HEHTPaJbHUX OaHKIB Ta BIPTyalbHUX aKTUBIB.

Marepiau it MeTou. BukoprcTaHO 3aralbHOHAYKOBI Ta CIIEialbHi METOIM aHAII3y, CHHTE3Y, TPYILyBaHHs, OIINCY, IIOPiB-
HSIHHS 1IU(POBUX BAIOT HEHTPa/IbHIX OAHKIB Ta BIPTyaJIbHUX aKTUBIB, TEOPETUUHOTO y3arajibHEHHS OHATTS [IU(MPOBI aKTUBHL.

PesyabraT. AKIIEHTOBAHO yBary Ha He0OXiZHOCTI MOAAIBIIOr0 po3BUTKY MpoekTy HBY 1010 BIipoBajKeHHs e-TpUBHI
JTST THABUIIEHHS TIPO30POCTI MiSITTBHOCTI 06iTY BipTyaabHUX aKTHBIB, Jieraisailii puHKY BipTyaJIbHUX aKTHBIB B YKpaiHi Bi/-
noBizno 10 crangaptiB FATF ta Brockonasenus mporeyp 3 TpOTHIl BiIMUBAHHS KOIITIB I (hiHAHCYBaHHS TEPOPU3MY.

BucunoBku. OcTatoune pilleHHs y TUTaHHI HETATHOTO 3aTIPOBA/IPKEHHS PETYII0BAHHS PUHKY BipTYaJbHUX aKTHUBIB, HOTO
B3a€MO/Iii 3 OAHKIBCHKUME YCTAHOBAMM Ta IIATIKHUME CHCTEMaMU, BIPOBA/KEHHS e-TPUBHI CHPUSATUME 3a0e311eYeHHIO
(inancoBoi Gesriexu Ykpainu, I0OBOEHHOIO BiJIHOBJIEHHS iI MOJIepHi3alil gep:kaBu Ta inrerpaiii Ykpaiuu y €C.

Kmouosi crosa: Bipryanbhi aktusy, 1ndpoBi BaTIOTH LEHTPAIbHIX OaHKIB, e-TPUBHS, CTE0JKOIHM, KDUIITOAKTUBY, KPUIITO-
BAJIIOTA, MOCTAYATBLHUKY TTOCJIYT, TTIOB's13aHi 3 000POTOM BipTyalbHUX akTUBIB, IIUGPOBI (inaH.
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