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SYSTEM FOR ORGANIZING CYBER OPERATIONS 
IN THE CONTEXT OF MILITARY AGGRESSION

Introduction. In the modern world, the importance of information and communication technologies, as well as 
the threats associated with cyberattacks during military aggression, has signifi cantly increased. The widespread 
adoption of these technologies is accompanied by a high level of risk from cyber threats targeting various objects 
and management systems.

Problem Statement. Cyber operations have become a substantial technique for conducting warfare in the 
context of military confl ict. Access to sensitive military, economic, or strategic data can support their execution 
and implementation. The leakage of this information can cause signifi cant damage to the enemy, both militarily 
and politically, undermining their authority and potentially disrupting or even destroying specifi c military and 
political plans. Attacks on communication and management systems, or their complete disabling, can lead to col-
lapse and devastation in the enemy's ranks, ultimately resulting in their defeat. Therefore, it is crucial to conduct 
research and improve methods for cyber operations, as well as to ensure eff ective defense against such threats.

Purpose. The primary aim of this research is to enhance the organization of cyber operations in military con-
texts by utilizing essential principles of management and off ering recommendations for their optimization.

Materials and Methods. This research is based on an analysis of theoretical sources on cyber operations, as 
well as practical examples of previous cyber incidents in military settings.

Results. A framework for cyber operations has been developed. The main stages of cyber operations within the 
management domain have been explored. A typical management system structure has been proposed. Key recom-
mendations for improving the management and functionality of cyber operation systems have been provided.

Conclusions. This study highlights the signifi cance of developing and implementing eff ective management 
strategies. The improvement of these processes is vital to ensuring reliable security and a robust response to cyber 
threats during military confl ict.
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In the modern world, there is a constant tenden-
cy to increase and spread the use of information 
and communication technologies and systems in 
all aspects of the life of a modern person, society, 
and the state. Along with the spread of informa-
tion technologies, the risks also increase and the 
amount of cyberattacks on various objects and 
management systems is growing significantly. That 
is why the modern information network menti-
ons that security violations of networks and sys-
tems are getting more frequent [1]. Even at the 
national level, there are messages from officials 
and employees of many countries regarding cy-
berattacks and cyberweapons being used to achie-
ve political and strategic goals [2].

The issue of using cyberattacks as a type of 
warfare against the opponent during militaristic 
or political conflicts is particularly acute. After 
all, in times of military aggression, cyberattacks 
and cyberweapons are effective methods of war-
fare against the enemy’s control and communica-
tion systems or resources.

By implementing cyber-attacks on enemy re-
sources, it is possible to gain access to secret mili-
tary, economic, or strategic data, the leak of which 
may cause significant damage to the adversary 
both in the military and in the political arena and 
undermine its authority or destroy certain mili-
tary or political plans. Impact on the communica-
tion and control systems of critical infrastructure 
objects and/or disabling them can cause collapse 
and destruction in the ranks of the enemy and lead 
to his defeat. At the same time, damage to the in-
formation and communication systems of the ene-
my with the help of cyberspace can cause even more 
damage than classical weapons systems. Therefo-
re, at present, work on research and development 
of a system for organizing and conducting cyber-
attacks that take place in the conditions of mili-
tary aggression is extremely relevant.

Following the current state of technological de-
velopment, new means of warfare appear, among 
which those used in cyberspace can be singled out. 
Having analyzed the known cases of cyberattacks 
during the entire period of the Russian Fe dera-

tion’s military invasion of Ukraine, it was found 
that the denial-of-service attacks (DDoS-attacks) 
was the lion’s share of the total number of attacks. 
In 2022, CERT-UA processed more than 2194 po-
werful cyberattacks, and in the first quarter of 
2023 — 700. Moreover, 88.8% of all incidents are 
DDoS attacks [3]. Attacks are aimed both at im-
portant objects of state and social infrastructure 
and at private or commercial services, the failure of 
which can deliver a heavy blow to the enemy side.

During the Russian-Ukrainian war, many gro-
ups that carried out cyberattacks on enemy re-
sources and facilities appeared. It has become one 
of the strongest cyber volunteer movements to 
co unter the aggressor since official cyber troops 
are currently not formed within the Armed Forces, 
but only separate units within various power struc-
tures [4—6]. At the same time, the organization, 
structure, and management system of cyber vo lun-
teers have many shortcomings that significant ly 
reduce the effectiveness of cyber-attacks. Among 
the problems are varying levels of IT knowledge 
and skills, as well as an absence of centralized 
management and control. Usually, the number of 
participants in these groups decreases over time 
as well as their motivation to carry out attacks. It 
happens due to the poorly developed communi-
cation between participants and organizers and 
improperly formed processes of conducting cyber 
operations. Such groups usually don’t have well-
defined goals and guidelines, and the tools used 
are too complex for the average user without pro-
per skills. Such users make up a large part of the 
participants in attacks. That is why it is expedient 
to develop a system of organizing cyberattacks in 
case of military aggression to increase the effici en-
cy of their functioning and development.

According to the Law of Ukraine “On the Basic 
Principles of Ensuring Cyber Security of Ukrai ne,” 
the term “cyberattack” can be considered tar ge-
ted (intentional) actions in cyberspace, which are 
carried out with the help of electronic communi-
cations (including information and communica-
tion technologies, software, software and hardwa-
re, other technical and technological means and 
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equipment) and aimed at achieving one or a com-
bination of the following goals: violation of confi-
dentiality, integrity, availability of electronic in-
formation resources processed (transmitted, 
stored) in communication and/or technological 
systems, obtaining unauthorized access to such 
resources; violation of security, stable, reliable 
and regular mode of operation of communication 
and/or technological systems; the use of the com-
munication system, its resources, and means of 
electronic communications to carry out cyberat-
tacks on other objects of cyber protection [7].

The concept of a kill chain (Kill Chain) can de-
termine the stages of attacks on a cybersecurity 
object. The term “Cyber Kill-Chain” was origi-
nally introduced by Lockheed Martin Corpora-
tion as part of their Intelligence Driven Defense 
[8] model to identify and prevent cyber intrusion 
processes. A cyberattack kill chain is a series of 
steps that trace the stages of a cyberattack from 
the early stages of recon to data extraction [9]. It 
consists of 7 stages: reconnaissance, arming, deli-
very, implementation, establishment, management 
and control, and execution of actions. This list of 
stages of cyberattacks is general. The sequence of 
stages of cyberattack implementation and their 
number may vary depending on the type and kind 
of attack that is planned to be carried out.

The concepts of “cyber weapon” and “cyberat-
tack” are interrelated. After all, cyberweapons 
are an important tool and means of conducting 
cyber operations for one of the parties of the conf-
lict. It is thanks to the use of cyber weapons that 
their implementation becomes possible. At the sa-
me time, cyber weapons should be considered not 
only as a tool of attack but also of defense.

Heimdal Security, a company that ensures and 
provides cyber defense services, gives the follo-
wing definition: the term “cyber weapon” means 
an advanced and complex piece of code that can 
be used for military or intelligence purposes. The 
company claims that the term recently emerged 
from the military industry to refer to malware that 
can be used to gain access to an adversary’s com-
puter networks [10].

P. Paganini defines cyberweapons as some soft-
ware code intended to be used to implement a cer-
tain threat or cause physical, functional, or mental 
damage to structures, systems, or living beings [11].

S. Mele gives the following definition of a cy-
berweapon: a device or any set of computer inst-
ructions aimed at illegally damaging a system that 
functions as a critical infrastructure, its informa-
tion, data, or programs contained in it, or corre-
sponding to them, or even intended to facilitate 
the interruption (full or partial) or change in the 
operation of such a system [12].

Therefore, after analyzing the above definitions, 
it can be concluded that the term “cyberwea pons” 
can be considered certain software and/or hard-
ware, created and/or used to cause certain dama-
ge to the adversary and/or obtain a certain mili-
tary advantage, for example, such as establishing 
control over information resources (television, 
radio, Internet, etc.), unmanned aerial vehicles, 
disabling enemy equipment, destroying or repla-
cing important information, identifying enemy 
targets, organizing traps, spreading disinforma-
tion, etc. [13, 14].

In the modern history of the development of 
information and communication systems, many 
attempts to use cyber weapons have been recor-
ded [15]. After research and analysis of known 
cases and precedents of the use of cyber weapons 
during military operations, the main directions 
and types of cyberattacks using cyber weapons 
were determined. The consequences of using cy-
ber weapons can be very diverse and lead to se-
vere destructive results.

Vandalism — vandalizing Internet pages, repla-
cing their content with offensive or propaganda 
images. The result is a blow to the authority of 
the state both in the world and among the popu-
lation. A vivid example can be considered the at-
tack on several state websites of Ukraine in Janua-
ry 2022, when an attempt to open them did not 
display the content of the website, but a picture 
with a warning in Ukrainian, Russian, and Polish 
about the punishment of Ukrainians for the ac-
tions of the OUN of the UPA [16].
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Propaganda — sending propaganda messages 
or inserting propaganda into the content of other 
pages, spreading fake news. The consequence is 
the promotion of a favorable point of view on cer-
tain events on the part of the enemy, as well as the 
disorientation of the population. An example is 
the creation of clones of Ukrainian news sites to 
promote fake news in June-September 2023 [17].

Collecting information — hacking private pages 
or servers to obtain information or replace it with 
a fake one. The consequence is gaining access to 
important information, the disclosure of which can 
cause significant damage to the enemy. An exam-
ple is the hacking of the databases of the “Russia-
Africa 2023” economic summit in June 2023 and 
the Roskomnadzor database in March 2022 [18, 19].

Denial of service — attacks on various sites, ser-
vices, and systems, the main purpose of which is to 
disrupt or prevent their correct operation. A clear 
example is organized massive DDoS attacks on the 
enemy’s state, media, and financial services [19].

Attacks on critical infrastructure facilities — 
attacks on systems that support the vital activity 
of cities, and their infrastructure, such as telepho-
ne and banking systems, water supply, electricity, 
fire protection, transport, etc. The consequences 
are disruption of the functioning of important sys-
tems, organizations, and structures, which can lead 
to collapse and mass panic among the population. 
An example is regular attacks on Ukrainian bank-
ing services, mobile operators, and providers by 
the enemy from the very beginning of full-scale mi-
litary operations [19].

The purpose of this article is to improve the 
process of organizing cyberattacks in conditions 

of military aggression by mapping management 
functions to the stages of cyberattacks and deve-
loping general recommendations for their imple-
mentation.

The technology of organizing cyber operations 
can be presented in the form of several successive 
interrelated stages. The success of the stage de-
pends to a greater extent on the quality of the or-
ganization and the performance of work in the 
previous one. At the same time, the success of all 
components is important because it directly af-
fects the efficiency of the organization of the sys-
tem as a whole.

The technology includes the following stages:
 recruitment and training of personnel;
 study of the enemy’s resources;
 gathering data about the target;
 preparation of software for attack implemen-

tation;
 implementation of the attack;
 checking the results of the attack implementa-

tion;
 feedback.

The technology for organizing cyberattacks is 
shown in Fig. 1.

Management is an extremely important aspect 
in the system of organizing cyberattacks for a vo-
lunteer cyber army. This can be justified for se-
veral reasons:
 Coordination of actions and resources. Mana-

gement allows determining what tasks and go-
als should be achieved within the framework 
of cyberattacks. It also helps allocate resour-
ces, including human capital, hardware, and 
software, to achieve these goals.

Fig. 1. The structure of cyber operations organization technology
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 Planning and strategy. Effective management 
includes the development of strategies and 
plans to achieve the goal. In the context of cy-
berattacks, this means developing attack plans, 
selecting targets and methods of attack, and 
setting priorities and timelines for execution.

 Resources usage optimization. Volunteer cyber 
forces are often limited by financial reso ur ces. 
Management helps make efficient use of limi-
ted resources, ensuring maximum impact and 
results within constraints.

 Ensuring security and privacy. Management 
also plays a key role in ensuring the security 
and privacy of cyberattack operations. This in-
c ludes protecting information and coordina-
ting efforts to detect and deflect potential 
countermeasures from the targeted party.

 Monitoring and analysis of results. Manage-
ment includes systems for monitoring and ana-
lyzing the results of a cyberattack. This allows 
evaluating the effectiveness of attacks and ma-
king timely adjustments to the strategy.

 Development and improvement of skills. Ma-
nagement helps the organization improve the 
qualifications and skills of its volunteers. This 
may include training, coaching, and curricu-
lum development.

 Increasing influence. Effective management 
helps an organization achieve greater impact 
on goals and achieve its strategic goals.

So, in our opinion, management is a key element 
of organizing a cyberarmy, as it helps to achieve 
coordination and efficiency in conducting cyber-
attacks. Without appropriate management, it can 

be difficult to achieve the desired results and en-
sure the safety of operations.

At each of the stages (Fig. 2), several actions 
are performed that meet the requirements for the 
main functions of management [20]. The result of 
mapping management functions to the stages of 
organization and conduct of cyber operations is 
presented in Fig. 2.

Alignment of the main stages of cyber opera-
tions and management functions [21] will imp-
rove the understanding of processes and, as a re-
sult, increase their effectiveness.

Let’s consider each of the stages in detail and 
describe the main processes.

Stage 1. Selection and training of personnel. At 
this stage, there is a search and formation of a 
team of people who will participate in the prepa-
ration and implementation of cyber operations. 
The necessary number of people is determined and 
the skills and abilities most developed in each of 
those involved in the work are determined. Based 
on the received data, people are divided into cer-
tain functional groups, and an idea is formed abo ut 
whether it is necessary to carry out certain exer-
cises and training to increase the level of know-
ledge of group members.

Stage 2. Study of the enemy’s resources. During 
the investigation of the enemy’s resources, the 
search and collection of information about poten-
tial objects and systems of the enemy, attacks on 
which cause him significant losses in economic, 
reputational, technical, or organizational aspects, 
takes place. Analysis and research of objects of 
military infrastructure, financial sphere, and state 
institutions are carried out. Based on the received 
information, a database of the enemy’s critical re-
sources is formed, in which all possible targets for 
attacks are collected.

Stage 3. Gathering data about the target. During 
target data collection, reconnaissance and data 
col lection is performed on each attack target. At 
this stage, an in-depth search and collection of in-
formation from open sources about the structure 
and functioning of the object is performed. Its web 
resources and network infrastructure are scanned, 

Fig. 2. Coordination of the main stages of cyber operations 
and management functions
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and IP addresses, domain names, and subdomains 
are determined. A check is made for the presence 
of open ports, running services, and scanning for 
vulnerabilities. Based on the received information, 
the attack vector is formed, and the collected infor-
mation about the object is stored in the database.

Stage 4. Software preparation. During the pre-
paration of the software for the implementation 
of the attack, the tools that will be used to carry 
out the attack are selected or developed. Soft-
ware tools are selected based on information ob-
tained during data collection about the target. It 
is based on this information that certain require-
ments are put forward for the software and its 
configuration, and the necessary amount of re-
sources for an effective attack is determined.

Stage 5. Implementation of the attack. At the 
stage of implementation of the attack, a cyberat-
tack is carried out on a certain object or several 
objects that were selected as a target at the stage 
of researching the enemy’s resources. The imple-
mentation of a cyberattack is carried out with the 
help of software tools that were selected at the 
previous stage.

Stage 6. Checking the results of the attack. 
Verification of the results of the attack can be car-
ried out both after the attack is completed and, if 
possible, during its execution, which is more ap-
propriate for timely response in case of insuffi-
cient impact on the object. If there is no positive 
result, it is necessary to change the attack tactics 
and repeat it. The final check, after the attack is 
completed, allows us to make sure that the requi-
red target and level of damage from the attack ha-
ve been achieved.

Stage 7. Feedback. At the feedback stage, com-
munication is established between the partici-
pants who carried out the attack and its organi-
zers. It is important to convey information about 
the results of the cyber operation to all members 
of the group. The general release of information 
about the results of cyberattacks can significantly 
motivate everyone involved in its implementa-
tion and raise the level of their work. In addition, 
it is necessary to receive feedback from activists 

regarding the actions taken. It is also important 
to constantly maintain communication between 
all members of the groups, holding various mee-
tings and questionnaires, in the context of exp-
ressing their opinions, ideas, and suggestions for 
improving processes and increasing the efficiency 
of activities as a whole.

THE MANAGEMENT STRUCTURE 
OF THE CYBER OPERATIONS 
ORGANIZATION SYSTEM

To ensure the proper functioning of the system, it 
is necessary to provide the availability of person-
nel who will perform the management and imple-
mentation of all stages of the proposed technolo-
gy. The rational distribution of duties and roles is 
one of the main components of the successful out-
come of a cyber operation.

After studying the classification and analysis of 
each of the possible types of management struc-
tures, it was decided that it would be appropriate 
to use a functional management structure to ma-
nage the system of organizing cyberattacks [21]. 
Its essence is that certain specific functions are 
performed by specialized management bodies and 
individual experts who have the necessary quali-
fications and knowledge. During the organiza-
tion of this structure, specialists of the same pro-
file are mostly united in structural subdivisions 
or departments, the main task of which is to per-
form only those functions in which all members 
are specialized.

The proposed structure of the personnel mana-
gement system is shown in Fig. 3.

The cyber operations organizer is the main lea-
der and moderator of work in the system. His du-
ties include ensuring the operation of all system 
links and establishing connections between them. 
It is he who selects and appoints personnel to the 
role of group leaders at all stages of operation. 
The organizer of cyberattacks must be a person 
with deep knowledge in the cyber security field.

The group working with activists searches for, 
recruits, and organizes people who will carry out 
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attacks and further divides them into groups. Pe op-
le involved in cyber operations can be individuals 
with specialized knowledge in the IT field, as well 
as ordinary activists — individuals without spe-
cialized knowledge and skills in the field of IT 
and cyber security. Each group is headed by a lea-
der. His responsibilities include issuing tasks for 
conducting attacks, specifying targets, and coor-
dinating the work of the attackers. The head of the 
group can be a person with or without exis ting 
knowledge in the IT field, preferably with leader-
ship and management skills.

The data collection group is engaged in the se-
arch and identification of targets for attacks and 
the collection of information about them. This 
personnel can be divided into two subgroups, one 
of which searches for targets, and the other con-
ducts reconnaissance.

The target search group is responsible for for-
ming a database of possible objects to which the 
attack vector will be directed. Her responsibiliti es 
include research and analysis of critical enemy 
control processes and systems. Based on the re-
ceived data, a list of objects is formed, attacks on 
which may cause significant damage to the enemy.

The reconnaissance group is responsible for for-
ming a database of properties and specifications 
of the objects that have been selected as targets. 
It is desirable that people who have well-deve lo-
ped knowledge and skills in working with compu-
ter networks, understand the basic principles and 
principles of their operation, and know how to 
collect and analyze information from open so ur-
ces should be involved in this work.

The software responsible group deals with the 
selection of existing tools or the development of 
new ones that are necessary for conducting a cy-
ber operation. This staff is divided into three gro-
ups: developers, testers, and developers of inst-
ruc tional materials.

The developer group searches for and selects 
me ans of attack or their development or modifi-
cation of existing ones. These actions are per-
formed based on the data received from the intel-
ligence group.

The tester group checks the correctness of the 
software and, if possible, its effectiveness. Also, the 
responsibilities of the members of this group in-
clude setting up the software tools that will be 
used to carry out attacks.

Fig. 3. The structure of the personnel management system
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The instruction organizer group writes and de-
signs instructions that specify the principles of 
wor king with software tools that will be used du-
ring attacks, as well as describe the actions that 
activists shall perform during the implementa-
tion of attacks.

This category of personnel should include people 
with advanced knowledge and skills in the IT field.

The attack verification group is responsible for 
recording and analyzing the results of cyberat-
tacks. Its duties include monitoring the condi-
tion and behavior of the target, as well as recor-
ding its response to the use of cyber weapons. 
This category of personnel can include people 
who are professionals in the field of information 
technologies, as well as ordinary users with gen-
eral IT knowledge.

SYSTEM FUNCTIONING ALGORITHM

The developed system should ensure the success-
ful conduct of a cyber operation on the object, as 
a result of which significant damage will be in-
flicted on the enemy and an advantage over him 
will be obtained, which can be used to achieve 
victory. That is why the development of the algo-
rithm for the functioning of the cyber operation 
organization system was carried out.

Let’s consider in more detail the procedure and 
stages of system functioning in the event of a cy-
ber operation.

Step 1. Selecting the target. At this stage, the 
object or system of the enemy’s infrastructure to 
be targeted by a cyber operation, is determined.

Step 2. Search for the object of the cyber opera-
tion. The formation of knowledge about its struc-
ture, methods, and ways of functioning is taking 
place. An assessment of the level of security and 
preparation of the facility for cyber operations on 
it is carried out.

Step 3. Choosing an attack method. During this 
stage, the method of attack on the object is selec-
ted, and the procedure for the attack is created and 
described. These procedures are performed based 
on the data obtained during the previous stage.

Step 4. Cyber operation. After choosing the at-
tack method and its description, the process of 
conducting a cyber operation to the object is di-
rectly implemented.

Step 5. Checking the results of the cyber opera-
tion. After the cyber operation has been carried 
out, its results are checked. If the received data 
and the damage inflicted on the enemy satisfy the 
attacker, then the work of the system is consi-
dered completed. In the opposite case, the selec-
tion of the cyber operation method is reviewed, 
the necessary corrections are made and a new ope-
ration is carried out.

RECOMMENDATIONS 
FOR THE ORGANIZATION AND CONDUCT 
OF CYBER OPERATIONS

Potential types of attacks. The used DDoS at-
tacks are one of the most effective methods of cy-
ber warfare in war [22]. The implementation of 
this type of attack on bank servers will lead to 
problems with conducting financial transactions. 
During an attack on state services, it is possible 
to disrupt the functioning of state administration 
bodies. Conducting an attack on military critical 
infrastructure facilities can lead to disruptions in 
the operation of important systems. All these ac-
tions can cause panic among the ranks of the ene-
my and lead to collapse.

A deface attack is an attack on a site during 
which the appearance of a web page or its content 
is changed [23]. By using this attack, you can exert 
psychological influence on the enemy, spread dis-
information, or undermine authority in the po-
litical arena.

XSS attacks are a type of attack in which mali-
cious scripts are injected into websites [24]. Using 
the implementation of this type of attack, it is pos-
sible to steal confidential information or gain ac-
cess to passwords and user logins. This provides an 
opportunity to gain access to the enemy’s resour-
ces and steal or replace important data for him.

SQL injection is one of the common ways of 
hacking websites and programs, which work with 
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databases, based on introducing arbitrary SQL 
co de into a query [25]. By implementing this type 
of attack, it is possible to gain access to the ene-
my’s databases. Based on the received informa-
tion, you can learn about the enemy’s plans, and 
get information about his strategic resources and 
their locations.

By introducing Trojan programs, viruses, and 
worms into the information and communication 
systems of the enemy, it is possible to gain control 
over them or disable them.

Social engineering attacks are based on psycho-
logical manipulation [26]. By implementing this 
type of attack, it is possible to exert psychological 
influence on the enemy by disclosing confidential 
information or stealing digital assets and using 
them further for their purposes.

Communication and connection between parti-
cipants. Telegram channels and chats, which we re 
created during the beginning of Russia’s military 
aggression in 2022, and aimed at organizing and 
conducting massive DDoS attacks, are a clear 
example of the organization of communication 
between participants in the system of organizing 
cyberattacks. With the help of these channels, 
you can disseminate information about the goals 
of attacks, convey to users instructions for con-
ducting attacks, and receive feedback and sugges-
tions from them regarding the organization of work 
and ways to improve it. Using this method of com-
munication allows the attraction of a large num-
ber of people from completely different places to 
make attacks and personnel selection. However, it 
has several disadvantages, usually, these channels 
and groups are open and anyone can get there, es-
pecially enemy agents who can get access to in-
formation about the future targets of the attack 
and the methods and tools, which will be used du-
ring its implementation. Based on the received in-
formation, it will be much easier for the enemy to 
counter attacks. To solve this problem, it is pos-
sible to implement some measures aimed at che-
cking the people who will be involved in the work.

When recruiting members of groups to be in-
volved in cyber operations, it is necessary to check 

them. This can be done by filling out a special 
questionnaire, in which all those who wish to join 
the group must provide data to confirm their 
identity. Another option for the selection of par-
ticipants is their involvement only if there are fa-
miliar persons who already participate in the work 
of the system and who can vouch for them.

For communication between participants in the 
process of organizing and carrying out cyberat-
tacks, you can also use special applications and 
messengers, which encrypt data and transmit it 
through secure channels. Another communication 
option is the use of a proprietary software tool.

To increase the interest of participants and in-
crease the number of active users, it is necessary 
to provide certain actions, the implementation of 
which will increase their motivation. It is neces-
sary to send a daily report on the results of suc-
cessful attacks, which, for example, indicate how 
many targets have already been eliminated and 
the effectiveness of the attack as a whole. It is also 
possible to develop a system of rewards for active 
participation in the work or provide new ideas 
that can improve the conduct of attacks.

Reconnaissance and gathering data on the tar-
get. When collecting information about the tar-
get of a future attack, the first thing to do is to 
familiarize yourself with the structure and orga-
nization of the object’s work. It is necessary to 
find out the type and purpose of the target’s ac-
tivity, with whom it cooperates and whose ser-
vices it uses, from where it carries out its activity. 
It is also necessary to familiarize yourself with 
public notices, financial reports, and other docu-
ments related to the object of the attack. An im-
portant source of information is the research and 
analysis of data published on social networks 
(Lin kedIn, Facebook, Instagram, Twitter) on the 
pages of persons related to the object of the at-
tack. With their help, you can create an idea 
about the staff.

It is necessary to collect information related to 
the technical aspects of the organization of work, 
such as the definition of IP addresses and domain 
names, open ports and running services, as well as 
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network topology. Among the basic tools that can 
help and greatly facilitate the process of sear ching 
and gathering information, the following can be 
distinguished: command line utilities (ping, nsloo-
kup, traceroute), dnsmap, SubBrute, dnsrecon, 
recon-ng, nmap, whois, Maltego, Shodan.

You can also use the Google Hacking techni-
que that is also known as Google Dorks [27], to 
collect information about the object of the attack. 
Google’s hacking searches can be used to identify 
web vulnerabilities, gather information, identify 
error messages that reveal sensitive information, 
identify specific types of files that are directly re-
levant to the target, and files that contain creden-
tials or other sensitive information.

To obtain more detailed information about 
search and information collection algorithms and 
an extended list of software tools that can be used 
in the data collection process, it is recommended 
to read the “Open Source Intelligence Tools And 
Resources Handbook” [28].

Work with software. The software tools that 
will be used to carry out the attack can be either 
ready-made developed applications or created by 
the participants themselves.

In the case when a decision was made to use 
ready-made software for an attack, its search and 
selection from all possible presented options is 
carried out based on the requirements for the 
availability of functionality and capabilities that 
would satisfy the attack. If the search for softwa-
re tools does not yield satisfactory results or the 
found tools do not fully meet the requirements, it 
is necessary to carry out the process of develo ping 
your tools or modifying existing ones.

After choosing or developing your means of 
conducting an attack, it is necessary to carry out 
its testing. Based on the conducted inspections, 
its effectiveness and feasibility of use for conduc-
ting a cyber operation are determined.

For all members of groups carrying out attacks 
to be able to use the software tool, it is necessary 
to create instructional materials for its use. The 
de ve loped instructions should be concise and 
clear. When writing them, it is necessary to take 

into ac count the fact that not all persons who 
will work with tools for conducting attacks have 
specific know ledge in the field of information 
technologies.

Checking the results of the attack. Checking du-
ring cyberattacks is necessary to record the ob-
ject’s reaction to the actions taken against it du-
ring the attack process. Fixing changes in the sta te 
of the target will help to better coordinate the 
process of the attack. After all, on the side under 
attack, situations may arise when actions aimed 
at its implementation are recorded. In response 
to such actions, those who control and protect 
the object of the attack can make certain changes 
in the mechanisms of the target’s functioning, 
and thus establish certain protective procedures 
that will make the successful implementation of 
a cyberattack impossible. Therefore, by checking 
the results of the attack, it is possible to prevent 
an undesirable result or quickly change tactics.

Verification after the completion of the cyber-
attack process is necessary to finally make sure of 
the success of its implementation. This stage of 
verification includes control recording of the sta-
te of the object of the attack, after its completion, 
as well as the recording of data indicating the pe-
riod during which the attacked party was able to 
detect the fact of a cyberattack against it and eli-
minate the consequences.

Data obtained as a result of inspections must 
be documented and systematized. Based on the 
col lected information, it is necessary to make 
changes in the technique of conducting opera-
tions in the future. Also, after analyzing the re-
sults of the checks, it is necessary to modernize 
the collected informa tion about the enemy’s re-
sources and capabilities. After analyzing reacti-
ons to attacks, it is possible to expand the idea of 
existing defense mechanisms and assess the com-
petence of the enemy.

Not all of the recommendations and instructi-
ons listed above are mandatory. The given infor-
mation is of a recommendation nature only and is 
not obliged to be implemented exactly. However, 
if these actions and procedures are observed and 
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implemented, it is possible to significantly im-
prove the performance of the cyberattack system.

The development of a system for conducting 
cyber operations was carried out to improve the 
processes of organizing cyberattacks in conditi-
ons of military aggression due to the mapping of 
management functions to the stages of conduc-
ting cyber operations, which allows for improved 
understanding and transparency of managing such 
a complex system as a cyber army. This, in turn, 
will make it possible to significantly increase the 
productivity of the relevant structures, because, 
without competent system management, it is prac-
tically impossible to successfully achieve the set 
goals and stable development.

At the same time, issues of control and regula-
tion of the use of cyber weapons and their conse-
quences during military operations at the inter-
national level remain relevant. Conducting cyber 
operations must have both a legal and an ethical 
basis, despite the popular saying “In war, any 
means is useful.” This necessity arises from the 
importance of ensuring compliance with interna-
tional standards and humanitarian principles, even 
in cyberspace, where the rules of military law still 
need to be developed and clarified. One of the key 

documentary bases for this is the document “Tal-
linn Manual 2.0 on the International Law Appli-
cable to Cyber Operations” [29]. This document 
is the result of the collective work of experts in 
international law and cyber security and provides 
recommendations and interpretations on how 
 existing norms of international law can be app lied 
to cyber operations. Its presence indicates the 
importance of considering cyberspace as a new 
and complex field for regulation. At the same ti-
me, it remains important to develop and observe 
the rules for conducting cyber operations in the 
context of ensuring the protection of the civilian 
population.

In addition to cyber operations, information 
and psychological operations can also be the ef-
fective tools in military confrontation, the results 
of which are presented by the authors in [30]. 
Tracking informational injections and disinfor-
mation of the adversary is equally important in cy-
ber operations planning [31]. This will enhance the 
effectiveness of cyber operations by understand-
ing the informational environment, comprehen-
ding the adversary’s intentions, safeguarding own 
infrastructure. Such tools can become as additio-
nal effective means within the proposed system.
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СИСТЕМА ОРГАНІЗАЦІЇ КІБЕРОПЕРАЦІЙ 
В УМОВАХ ВІЙСЬКОВОЇ АГРЕСІЇ 

Вступ. У сучасному світі зростає важливість інформаційно-комунікаційних технологій та загроз, пов’язаних із кібер-
атаками в умовах військової агресії. Поширення цих технологій супроводжується збільшенням ризиків кіберзагроз 
на різноманітні об’єкти та системи управління. 
Проблематика. У контексті військових конфліктів кібероперації стають суттєвим методом ведення боротьби. За 

допомогою них можна отримати доступ до секретних військових, економічних чи стратегічних даних, витік яких 
може завдати значної шкоди супротивнику як на військовій, так і на політичній арені, підірвати його авторитет або 
знищити певні військово-політичні плани. Вплив на системи комунікації та управління або виведення їх з ладу здат-
ні спричинити колапс та розруху у лавах противника і призвести до його програшу. Тому актуальним є дослідження 
і вдосконалення методів проведення кібератак для забезпечення ефективної оборони та захисту від цих загроз.
Мета. Вдосконалення етапів процесу організації кібероперацій у військовому середовищі шляхом застосування 

принципів менеджменту та розробка рекомендацій для його оптимізації.
Матеріали й методи. Дослідження базується на аналізі теоретичних джерел щодо кібероперацій, а також на ви-

користанні практичних прикладів з аналізу попередніх інцидентів кібератак у військовому контексті.
Результати. Проведено розробку технології роботи системи організації кібероперацій. Створено структури управ-

ління цією системою та  розроблено алгоритм її роботи. Наведено рекомендації щодо управління та організації робо-
ти на етапах функціонування системи.
Висновки. Розробка та впровадження стратегій менеджменту для оптимізації проведення кібероперацій у війсь-

ковому контексті є вкрай важливими у сучасних реаліях. Вдосконалення цих процесів є ключовим для забезпечення 
ефективної захищеності та відповіді на кіберзагрози під час військових конфліктів.

Ключові слова: кібероперація, кіберзброя, кібератака, кібервійна, військова агресія, функції менеджменту.




